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Summary

CVE CVE-2026-23819

State PUBLISHED

Assigner hpe

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-12 19:16:28 UTC

Updated 2026-05-12 20:16:30 UTC

Description A vulnerability in the web-based management interface of Access Points running AOS-10 and AOS-8 Instant could allow an unauthenticated remote attacker to execute arbitrary JavaScript code in a victim's browser within the same local network. Successful exploitation could allow an attacker to compromise user data and potentially manipulate device configuration settings.

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from security-alert@hpe.com

CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H

Problem Types: CWE-79 | CWE-79 CWE-79 Improper Neutralization of Input During Web
Page Generation ('Cross-site Scripting')

Version Source Type Score Severity Vector

3.1 security-alert@hpe.com Secondary 8.8 HIGH CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H

3.1 CNA CVSS 8.8 HIGH CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Adjacent

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Changed

Confidentiality

High

Integrity

https://cve.report/
https://cve.report/CVE-2026-23819/mitre
https://cve.report/CVE-2026-23819/nist
https://cve.report/CVE-2026-23819/cve_org
https://cve.report/api/cve/CVE-2026-23819.json
https://cve.report/CVE-2026-23819.pdf


CVSS:3.1/AV:A/AC:L/PR:N/UI:R/S:C/C:H/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Hewlett Packard Enterprise HPE ArubaOS AOS affected 10.8.0.0 semver Not specified

CNA Hewlett Packard Enterprise HPE ArubaOS AOS affected 10.7.0.0 10.7.2.2 semver Not specified

CNA Hewlett Packard Enterprise HPE ArubaOS AOS affected 10.4.0.0 10.4.1.10 semver Not specified

CNA Hewlett Packard Enterprise HPE ArubaOS AOS affected 8.13.0.0 8.13.1.1 semver Not specified

CNA Hewlett Packard Enterprise HPE ArubaOS AOS affected 8.12.0.0 8.12.0.6 semver Not specified

CNA Hewlett Packard Enterprise HPE ArubaOS AOS affected 8.10.0.0 8.10.0.21 semver Not specified

References

Reference Source Link Tags

support.hpe.com/hpesc/public/docDisplay security-alert@hpe.com support.hpe.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Michael Messner (en)

CNA: Benedikt Kuehne (en)

CNA: Caio Adler Goncalves Farias (en)

CNA: Siemens Energy (en)

There are currently no legacy QID mappings associated with this CVE.
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Integrity

High

Availability

High
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