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CVE CVE-2026-23824
State PUBLISHED
Assigner hpe

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-12 20:16:31 UTC
Updated 2026-05-13 15:35:17 UTC
Description Vulnerabilities exist in a protocol-handling component of AOS-8 and AOS-10 Operating Systems. An unauthenticated attacl
1 | 0|

Risk And Classification |

Primary CVSS: v3.1 7.5 HIGH from security-alert@hpe.com
CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.000300000 probability, percentile 0.087660000 (date 2026-05-14)

Problem Types: CWE-400 | CWE-400 CWE-400 Uncontrolled Resource Consumption

Version Source Type Score  Severity Vector
3.1 security-alert@hpe.com Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
3.1 CNA CVSS 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
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https://cve.report/CVE-2026-23824.pdf

ntegrity
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

Vendor Declared Affected Products
Source Vendor Product Version

CNA Hewlett Packard Enterprise HPE HPE Aruba Networking Wireless Operating System AOS  affected 10.8.0.0 semver
CNA Hewlett Packard Enterprise HPE ~ HPE Aruba Networking Wireless Operating System AOS  affected 10.7.0.0 10.7.2.2 semver

CNA Hewlett Packard Enterprise HPE ~ HPE Aruba Networking Wireless Operating System AOS  affected 10.4.0.0 10.4.1.10 semver
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References

Reference Source Link Tags
support.hpe.com/hpesc/public/docDisplay security-alert@hpe.com support.hpe.com

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
CNA: n3k (en)

There are currently no legacy QID mappings associated with this CVE.
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