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CVE CVE-2026-23939
State PUBLISHED
Assigner EEF

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-02-26 20:31:35 UTC
Updated 2026-04-06 17:17:07 UTC
Description Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') vulnerability in hexpm hexpm/hexpm ('Elixir.F
a | [

Risk And Classification

Primary CVSS: v4.0 6.9 MEDIUM from 6b3ad84c-e1a6-4bf7-a703-f496b71e49db

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VIIN/VA:N/SC:N/SIEN/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSIX/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-22 | CWE-22 CWE-22 Improper Limitation of a Pathname to a
Restricted Directory ('Path Traversal')

Version Source Type Score Severity Vector

4.0 6b3ad84c-e1a6-4bf7-a703-f496b71e49db  Secondary 6.9 MEDIUM  CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:

4.0 CNA CVSS 6.9 MEDIUM  CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VI:N/VA:

3.1 nvd@nist.gov Primary 75 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N
£ | >

CVSS v4.0 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-23939/mitre
https://cve.report/CVE-2026-23939/nist
https://cve.report/CVE-2026-23939/cve_org
https://cve.report/CVE-2026-23939.pdf
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CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:L/VIIN/VA:N/SC:N/SIEN/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X
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CVSS v3.1 Breakdown
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hex Hexpm All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Hexpm Hexpm  affected 931ee0ed46fa89218e0400a4f6e6d15f96406050 5d2ccd2f14f45a63225a73fb5b1c937baf36fdcO git



http://cve.report/vendor/hex
http://cve.report/software/hex/hexpm
http://cve.report/vendor/hexpm
http://cve.report/software/hexpm/hexpm

References

Reference Source Link

github.com/hexpm/hexpm/commit/5d2ccd2f14f45a63225a73fb5b1c937baf36fdc0  6b3ad84c-e1a6-4bf7-a703-f496b71e49db  github.com

github.com/hexpm/hexpm/security/advisories/GHSA-42mv-r64p-4869 6b3ad84c-e1a6-4bf7-a703-f496b71e49db  github.com
osv.dev/vulnerability/EEF-CVE-2026-23939 6b3ad84c-e1a6-4bf7-a703-f496b71e49db  osv.dev
cna.erlef.org/cves/CVE-2026-23939.html 6b3ad84c-e1a6-4bf7-a703-f496b71e49db  cna.erlef.org
CVE Program record CVE.ORG WWw.cve.org
NVD vulnerability detail NVD nvd.nist.gov

/]

| Vendor Comments And Credit

Discovery Credit
CNA: Michael Lubas / Paraxial.io (en)

CNA: Jonatan Mannchen / EEF (en)

CNA: Eric Meadows-Jénsson / Hex.pm (en)

Additional Advisory Data

Workarounds

CNA: * Avoid the local file store backend in any exposed environment. * Restrict network
access to the registry when using the local backend. * Production deployments should use
object storage (e.g., S3-compatible backends) instead of the local filesystem store.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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