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CVE CVE-2026-24082

State PUBLISHED

Assigner qualcomm

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-04 17:16:21 UTC

Updated 2026-05-12 19:09:24 UTC

Description Memory Corruption when copying data from a freed source while executing performance counter deselect operation.

Risk And Classification

Primary CVSS: v3.1 7.8 HIGH from product-security@qualcomm.com
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.000130000 probability, percentile 0.019930000 (date 2026-05-12)
Problem Types: CWE-416 | CWE-416 CWE-416 Use After Free

Version  Source Type Score Severity  Vector
3.1 product-security@qualcomm.com Primary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
3.1 CNA CVSS 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

’rivileges Required

Low

Jser Interaction

3cope

Unchanged

>onfidentiality

ntegrity


https://cve.report/
https://cve.report/CVE-2026-24082/mitre
https://cve.report/CVE-2026-24082/nist
https://cve.report/CVE-2026-24082/cve_org
https://cve.report/api/cve/CVE-2026-24082.json
https://cve.report/CVE-2026-24082.pdf

\vailability

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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NVD Known Affected Configurations (CPE 2.3)
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Vendor Declared Affected Products
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CNA

CNA

CNA

CNA

CNA

CNA

CNA
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Source Vendor

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.

Qualcomm Inc.
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Product
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Snapdragon

Version

affected AR8031

affected AR8035

affected CSRA6620
affected CSRA6640
affected FastConnect 6200
affected FastConnect 6700
affected FastConnect 6900
affected FastConnect 7800
affected Flight RB5 5G Platform
affected FWA Gen 3 Ultra Platform
affected G1 Gen 1

affected G3x Gen 2
affected Kalpeni

affected LeMans_AU_LGIT
affected LeMansAU
affected MDM9250
affected MDM9628
affected Milos

affected Milos_IOT
affected Pandeiro

affected QAM8255P
affected QAM8295P
affected QAMSRV1H
affected QAMSRV1M
affected QCA2066

affected QCA6174A
affected QCA6391

affected QCAB6564A
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Snapdragon Auto, Snapdragon Comput:
Snapdragon Auto, Snapdragon Comput:
Snapdragon Auto, Snapdragon Comput:
Snapdragon Auto, Snapdragon Comput:
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Snapdragon Auto, Snapdragon Comput:
Snapdragon Auto, Snapdragon Comput:
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Snapdragon Auto, Snapdragon Comput:
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affected QPA1083BD
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affected QRB5165M
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affected QRU1032

affected Qualcomm Dragonwing QRU100 Platform
affected Qualcomm Dragonwing X100 Accelerator Card
affected Qualcomm Video Collaboration VC1 Platform
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affected Qualcomm Video Collaboration VC5 Platform
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affected SA8620P

affected SA8770P

affected SA9000P

affected SAR1165P

affected SD662

affected SM6225P

affected SM6650P

affected SM7525

affected SM7550

affected SM7550P

affected SM7635P

affected SM7675

affected SM7675P

affected SM8550P

affected SM8635

affected SM8635P

affected SM8650Q

affected Smart Audio 400 Platform

affected Snapdragon 4 Gen 1 Mobile Platform
affected Snapdragon 460 Mobile Platform
affected Snapdragon 480 5G Mobile Platform
affected Snapdragon 480+ 5G Mobile Platform
affected Snapdragon 6 Gen 4 Mobile Platform
affected Snapdragon 662 Mobile Platform
affected Snapdragon 680 4G Mobile Platform
affected Snapdragon 685 4G Mobile Platform
affected Snapdragon 695 5G Mobile Platform
affected Snapdragon 7s Gen 3 Mobile Platform
affected Snapdragon 8 Gen 2 Mobile Platform
affected Snapdragon 8 Gen 3 Mobile Platform
affected Snapdragon 8+ Gen 2 Mobile Platform
affected Snapdragon AR1 Gen 1 Platform

affected Snapdragon AR1+ Gen 1 Platform
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~_

affected Snapdragon Auto 5G Modem-RF
affected Snapdragon Auto 5G Modem-RF Gen 2
affected Snapdragon X32 5G Modem-RF System
affected Snapdragon X35 5G Modem-RF System
affected Snapdragon X72 5G Modem-RF System
affected Snapdragon X75 5G Modem-RF System
affected SRV1H

affected SRV1M

affected SW5100

affected SW5100P

affected SXR2330P

affected SXR2350P

affected WCD9335

affected WCD9340

affected WCD9370

affected WCD9371

affected WCD9375

affected WCD9378

affected WCD9380

affected WCD9385

affected WCD9390

affected WCD9395

affected WCN3910

affected WCN3950

affected WCN3980

affected WCN3988

affected WCN6450

affected WCN6650

affected WCN6755

affected WCN7860

affected WCN7861

affected WCN7881

affected WSA8810

affected WSA8815

affected WSA8830
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UNA wuaicomm Inc.  Snaparagon — arecied WSABE3Z Shaparagon AUTO, Shapdragon Gomput
CNA Qualcomm Inc.  Snapdragon affected WSA8835 Snapdragon Auto, Snapdragon Comput:
CNA Qualcomm Inc.  Snapdragon affected WSA8840 Snapdragon Auto, Snapdragon Comput:
CNA Qualcomm Inc.  Snapdragon affected WSA8845 Snapdragon Auto, Snapdragon Comput:
CNA Qualcomm Inc.  Snapdragon affected WSA8845H Snapdragon Auto, Snapdragon Comput:
CNA Qualcomm Inc.  Snapdragon affected XRV7209 Snapdragon Auto, Snapdragon Comput:
CNA Qualcomm Inc.  Snapdragon affected XRV9209 Snapdragon Auto, Snapdragon Comput:
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Reference Source Link

docs.qualcomm.com/product/publicresources/securitybulletin/may-2026-bulletin.html  product-security@qualcomm.com docs.qualcomm.cc
CVE Program record CVE.ORG WWw.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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