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CVE-2026-24157

PUBLISHED

nvidia

CVE Program / NVD first with legacy fallback
2026-03-24 21:16:27 UTC

2026-03-31 01:29:58 UTC

NVIDIA NeMo Framework contains a vulnerability in checkpoint loading where an attacker could cause remote code execut

Risk And Classification

/ | 1|

CVSS:3.1/AV

EPSS: 0.001

Primary CVSS: v3.1 9.8 CRITICAL from nvd@nist.gov

:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H

000000 probability, percentile 0.277240000 (date 2026-04-01)

Problem Types: CWE-502 | CWE-502 CWE-502 Deserialization of Untrusted Data

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 9.8 CRITICAL CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
3.1 psirt@nvidia.com Secondary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
3.1 CNA CVSS 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Jser Interaction

3cope

Unchanged

Sonfidentiality


https://cve.report/
https://cve.report/CVE-2026-24157/mitre
https://cve.report/CVE-2026-24157/nist
https://cve.report/CVE-2026-24157/cve_org
https://cve.report/CVE-2026-24157.pdf

ntegrity

\vailability

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

J B

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nvidia Nemo All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA NVIDIA NeMo Framework affected All versions prior to 2.6.2 All Platforms
Reference Source Link Tags

nvidia.custhelp.com/app/answers/detail/a_id/5800 psirt@nvidia.com nvidia.custhelp.com Vendor Advisory

www.cve.org/CVERecord psirt@nvidia.com www.cve.org Third Party Advisory
nvd.nist.gov/vuln/detail/CVE-2026-24157 psirt@nvidia.com nvd.nist.gov Third Party Advisory, US Government Resourc
/| |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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