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CVE CVE-2026-24176
State PUBLISHED
Assigner nvidia

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-21 17:16:23 UTC
Updated 2026-04-22 21:24:26 UTC
Description NVIDIA KAI Scheduler contains a vulnerability where an attacker could cause improper authorization through cross-namesj

Risk And Classification

|L

Problem Types: CWE-863 | CWE-863

3.1 psirt@nvidia.com Secondary 4.3

3.1 CNA CVsS 4.3

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:

Primary CVSS: v3.1 4.3 MEDIUM from psirt@nvidia.com

L/A:N

EPSS: 0.000250000 probability, percentile 0.069640000 (date 2026-04-22)

CWE-863 Incorrect Authorization

Version Source Type Score Severity Vector

MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:.L/A:N

MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:.L/A:N

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-24176/mitre
https://cve.report/CVE-2026-24176/nist
https://cve.report/CVE-2026-24176/cve_org
https://cve.report/api/cve/CVE-2026-24176.json
https://cve.report/CVE-2026-24176.pdf
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CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:.L/A:N
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Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA NVIDIA KAI Scheduler affected All versions prior to 0.13.0 Linux
Reference Source Link Tags
nvd.nist.gov/vuln/detail/CVE-2026-24176 psirt@nvidia.com nvd.nist.gov
nvidia.custhelp.com/app/answers/detail/a_id/5818 psirt@nvidia.com nvidia.custhelp.com
www.cve.org/CVERecord psirt@nvidia.com WWW.CVe.org

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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