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CVE CVE-2026-24732
State PUBLISHED
Assigner HW

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-04 13:15:58 UTC
Updated 2026-04-28 21:06:10 UTC
Description Files or Directories Accessible to External Parties, Incorrect Permission Assignment for Critical Resource vulnerability in He
A | i

Risk And Classification

Primary CVSS: v4.0 6.6 MEDIUM from security@bluespice.com

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UL:IN/VC:H/VI:N/VA:N/SC:N/SI:N/SA:N/E:U/CR:X/IR:X/AR:X/MAV X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/IMSA:X/S:P/AU:Y/R:X/V:X/RE:L/U:X

EPSS: 0.000590000 probability, percentile 0.181700000 (date 2026-04-28)

Problem Types: CWE-552 | CWE-732 | CWE-552 CWE-552 Files or Directories Accessible
to External Parties | CWE-732 CWE-732 Incorrect Permission Assignment for Critical
Resource

Version Source Type Score Severity Vector

4.0 security@bluespice.com Secondary 6.6 MEDIUM  CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:N/VA:N/SC:N/SI:N/SA:N

4.0 CNA CVSS 6.6 MEDIUM  CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:N/VA:N/SC:N/SI:N/SA:N
4] | -l

CVSS v4.0 Breakdown

\ttack Vector

\ttack Complexity

\ttack Requirements

>rivileges Required
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https://cve.report/
https://cve.report/CVE-2026-24732/mitre
https://cve.report/CVE-2026-24732/nist
https://cve.report/CVE-2026-24732/cve_org
https://cve.report/api/cve/CVE-2026-24732.json
https://cve.report/CVE-2026-24732.pdf
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CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:N/VA:N/SC:N/SI:N/SA:N/E:U/CR:X/IR:X/AR:X/MAV:X/
MAC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:P/AU:Y/R:X/V:X/RE:L/U:X

1 [

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Hallo Welt! GmbH BlueSpice affected 5.1 5.1.3 semver Not specified
CNA Hallo Welt! GmbH BlueSpice affected 5.2 5.2.0 semver Not specified
Reference Source Link Tags

en.wiki.bluespice.com/wiki/Security:Security Advisories/BSSA-2026-02 security@bluespice.com en.wiki.bluespice.com
CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analy

/]

No vendor comments have been submitted for this CVE.

Additional Advisory Data

Workarounds

CNA: Make sure $wgGroupPermissions[*']['read"] is set to false in the LocalSettings.php.

There are currently no legacy QID mappings associated with this CVE.
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