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CVE CVE-2026-24905
State PUBLISHED
Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-01-29 22:15:55 UTC
Updated 2026-04-30 20:16:23 UTC
Description Inspektor Gadget is a set of tools and framework for data collection and system inspection on Kubernetes clusters and Linu
1 | |

Risk And Classification |

Primary CVSS: v4.0 6.6 MEDIUM from security-advisories@github.com

CVSS:4.0/AV:L/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:P/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MV X XIMVA:X/MSC:X/MSIXIMSA:X/S :X/AU:X/R:X/V X/RE:X/U:X

EPSS: 0.001080000 probability, percentile 0.284940000 (date 2026-05-05)

Problem Types: CWE-77 | CWE-78 | CWE-77 CWE-77: Improper Neutralization of Special
Elements used in a Command ('Command Injection’) | CWE-78 CWE-78: Improper
Neutralization of Special Elements used in an OS Command ('OS Command Injection’)

Version Source Type Score Severity Vector
4.0 security-advisories@github.com  Secondary 6.6 MEDIUM  CVSS:4.0/AV:L/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/¢
4.0 CNA DECLARED 6.6 MEDIUM  CVSS:4.0/AV:L/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/¢
3.1 nvd@nist.gov Primary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Rl | B

CVSS v4.0 Breakdown

\ttack Vector

\ttack Complexity

\ttack Requirements

>rivileges Required



https://cve.report/
https://cve.report/CVE-2026-24905/mitre
https://cve.report/CVE-2026-24905/nist
https://cve.report/CVE-2026-24905/cve_org
https://cve.report/api/cve/CVE-2026-24905.json
https://cve.report/CVE-2026-24905.pdf
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CVSS:4.0/AV:L/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:P/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUL:X/MVC:X/MVIX/MVA:X/MSC:X/MSI:X/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X
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CVSS v3.1 Breakdown

Attack Vector

\ttack Complexity

Low

>rivileges Required

Low

Jser Interaction

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

| 7]

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Linuxfoundation Inspektor Gadget All All All All

Vendor Declared Affected Products



http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/inspektor_gadget

Source Vendor Product

CNA Inspektor-gadget Inspektor-gadget

Version

affected < 0.51.1

Platforms

Not specified

References

Reference

github.com/inspektor-gadget/inspektor-gadget/security/advisories/GHSA-79...

CVE Program record

NVD vulnerability detail

/

github.com/inspektor-gadget/inspektor-gadget/commit/7c83ad84ff7a68565655...

github.com/inspektor-gadget/inspektor-gadget/commit/d9bf2fe4a180dad33ce5...

Source
security-advisories@github.com
security-advisories@github.com
security-advisories@github.com
CVE.ORG

NVD

Link Tags
github.com Exploit,
github.com Patch
github.com
WWW.CVe.org — canonice

nvd.nist.gov  canonice

i o

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/vendor/inspektor-gadget
http://cve.report/software/inspektor-gadget/inspektor-gadget
https://github.com/inspektor-gadget/inspektor-gadget/security/advisories/GHSA-79qw-g77v-2vfh
https://github.com/inspektor-gadget/inspektor-gadget/commit/7c83ad84ff7a68565655253e2cf1c5d2da695c1a
https://github.com/inspektor-gadget/inspektor-gadget/commit/d9bf2fe4a180dad33ce57ca793ff4799ee7b8320
https://www.cve.org/CVERecord?id=CVE-2026-24905
https://nvd.nist.gov/vuln/detail/CVE-2026-24905
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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