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Summary

CVE CVE-2026-24905

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-01-29 22:15:55 UTC

Updated 2026-04-30 20:16:23 UTC

Description Inspektor Gadget is a set of tools and framework for data collection and system inspection on Kubernetes clusters and Linux hosts using eBPF. The `ig` binary provides a subcommand for image building, used to generate custom gadget OCI images. A part of this functionality is implemented in the file `inspektor-gadget/cmd/common/image/build.go`. The `Makefile.build` file is the Makefile template employed during the building process. This file includes user-controlled data in an unsafe fashion, specifically some parameters are embedded without an adequate escaping in the commands inside the Makefile. Prior to version 0.48.1, this implementation is vulnerable to command injection: an attacker able to control values in the `buildOptions` structure would be able to execute arbitrary commands during the building process. An attacker able to exploit this vulnerability would be able to execute arbitrary command on the Linux host where the `ig` command is launched, if images are built with the `--local` flag or on the build container invoked by `ig`, if the `--local` flag is not provided. The `buildOptions` structure is extracted from the YAML gadget manifest passed to the `ig image build` command. Therefore, the attacker would need a way to control either the full `build.yml` file passed to the `ig image build` command, or one of its options. Typically, this could happen in a CI/CD scenario that builds untrusted gadgets to verify correctness. Version 0.51.1 fixes the issue.

Risk And Classification

Primary CVSS: v4.0 6.6 MEDIUM from security-advisories@github.com

CVSS:4.0/AV:L/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:P/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.001080000 probability, percentile 0.284940000 (date 2026-05-05)

Problem Types: CWE-77 | CWE-78 | CWE-77 CWE-77: Improper Neutralization of Special
Elements used in a Command ('Command Injection') | CWE-78 CWE-78: Improper
Neutralization of Special Elements used in an OS Command ('OS Command Injection')

Version Source Type Score Severity Vector

4.0 security-advisories@github.com Secondary 6.6 MEDIUM CVSS:4.0/AV:L/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:P/C...

4.0 CNA DECLARED 6.6 MEDIUM CVSS:4.0/AV:L/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:P

3.1 nvd@nist.gov Primary 7.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

CVSS v4.0 Breakdown

Attack Vector

Local

Attack Complexity

Low

Attack Requirements

Present

Privileges Required

https://cve.report/
https://cve.report/CVE-2026-24905/mitre
https://cve.report/CVE-2026-24905/nist
https://cve.report/CVE-2026-24905/cve_org
https://cve.report/api/cve/CVE-2026-24905.json
https://cve.report/CVE-2026-24905.pdf


CVSS:4.0/AV:L/AC:L/AT:P/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:P/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Linuxfoundation Inspektor Gadget All All All All

Vendor Declared Affected Products

None

User Interaction

None

Confidentiality

High

Integrity

High

Availability

High

Sub Conf.

None

Sub Integrity

None

Sub Availability

None

Attack Vector

Local

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

High

http://cve.report/vendor/linuxfoundation
http://cve.report/software/linuxfoundation/inspektor_gadget


Source Vendor Product Version Platforms

CNA Inspektor-gadget Inspektor-gadget affected < 0.51.1 Not specified

References

Reference Source Link Tags

github.com/inspektor-gadget/inspektor-gadget/security/advisories/GHSA-79... security-advisories@github.com github.com Exploit, Vendor Advisory

github.com/inspektor-gadget/inspektor-gadget/commit/7c83ad84ff7a68565655... security-advisories@github.com github.com Patch

github.com/inspektor-gadget/inspektor-gadget/commit/d9bf2fe4a180dad33ce5... security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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