
October CMS: Environment Variable Exfiltration via INI
Parser Interpolation

MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2026-25125

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-14 21:16:25 UTC

Updated 2026-04-14 21:16:25 UTC

Description October is a Content Management System (CMS) and web platform. Versions prior to 3.7.14 and 4.1.10 contain a server-side information disclosure vulnerability in the INI settings parser. Because PHP's parse_ini_string() function supports ${} syntax for environment variable interpolation, attackers with Editor access could inject patterns such as ${APP_KEY} or ${DB_PASSWORD} into CMS page settings fields, causing sensitive environment variables to be resolved, stored in the template, and returned to the attacker when the page was reopened. This could enable exfiltration of credentials and secrets (database passwords, AWS keys, application keys), potentially leading to further attacks such as database access or cookie forgery. The vulnerability is only relevant when cms.safe_mode is enabled, as direct PHP injection is already possible otherwise. This issue has been fixed in versions 3.7.14 and 4.1.10. If users are unable to immediately upgrade, they can workaround this issue by restricting Editor tool access to fully trusted administrators only, and ensuring database and cloud service credentials are not accessible from the web server's network.

Risk And Classification

Primary CVSS: v3.1 4.9 MEDIUM from security-advisories@github.com

CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

EPSS: 0.000100000 probability, percentile 0.009960000 (date 2026-04-15)

Problem Types: CWE-94 | CWE-200 | CWE-200 CWE-200: Exposure of Sensitive
Information to an Unauthorized Actor | CWE-94 CWE-94: Improper Control of Generation of
Code ('Code Injection')

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 4.9 MEDIUM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

3.1 CNA DECLARED 4.9 MEDIUM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

High

User Interaction

None

Scope

Unchanged

https://cve.report/
https://cve.report/CVE-2026-25125/mitre
https://cve.report/CVE-2026-25125/nist
https://cve.report/CVE-2026-25125/cve_org
https://cve.report/api/cve/CVE-2026-25125.json
https://cve.report/CVE-2026-25125.pdf


CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:N/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Octobercms October affected < 3.7.14 Not specified

CNA Octobercms October affected >= 4.0.0, < 4.1.10 Not specified

References

Reference Source Link Tags

github.com/octobercms/october/security/advisories/GHSA-g6v3-wv4j-x9hg security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Confidentiality

High

Integrity

None

Availability

None

http://cve.report/vendor/octobercms
http://cve.report/software/octobercms/october
http://cve.report/vendor/octobercms
http://cve.report/software/octobercms/october
https://github.com/octobercms/october/security/advisories/GHSA-g6v3-wv4j-x9hg
https://www.cve.org/CVERecord?id=CVE-2026-25125
https://nvd.nist.gov/vuln/detail/CVE-2026-25125
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	October CMS: Environment Variable Exfiltration via INI Parser Interpolation
	Summary
	Risk And Classification
	CVSS v3.1 Breakdown

	Vendor Declared Affected Products
	References


