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Summary

CVE CVE-2026-27172

State PUBLISHED

Assigner apache

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-27 11:16:01 UTC

Updated 2026-04-27 11:16:01 UTC

Description The ConsulRegistry in the camel-consul component (class org.apache.camel.component.consul.ConsulRegistry and its inner ConsulRegistryUtils.deserialize method) read Java-serialized values from the Consul KV store and passed them to ObjectInputStream.readObject() without configuring an ObjectInputFilter. An attacker who can write to the Consul KV store backing a Camel ConsulRegistry instance could inject a malicious serialized Java object that is deserialized the next time Camel performs a lookup against that registry, leading to arbitrary code execution in the Camel process. The issue mirrors the class of vulnerability already addressed for other Camel components in CVE-2024-22369, CVE-2024-23114 and CVE-2026-25747, and was overlooked during the original remediation of those CVEs. 

Risk And Classification

Problem Types: CWE-502 | CWE-502 CWE-502 Deserialization of Untrusted Data

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Apache Software Foundation Apache Camel affected 3.0.0 4.14.6 semver Not specified

CNA Apache Software Foundation Apache Camel affected 4.15.0 4.18.1 semver Not specified

References

Reference Source Link Tags

camel.apache.org/security/CVE-2026-27172.html security@apache.org camel.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Andrea Cosentino from Apache Software Foundation (en)

CNA: Andrea Cosentino from Apache Software Foundation (en)

There are currently no legacy QID mappings associated with this CVE.
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