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Summary

CVE CVE-2026-27196

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-02-21 05:17:29 UTC

Updated 2026-03-30 15:22:05 UTC

Description Statmatic is a Laravel and Git powered content management system (CMS). Versions 5.73.8 and below in addition to 6.0.0-alpha.1 through 6.3.1 have a Stored XSS vulnerability in html fieldtypes which allows authenticated users with field management permissions to inject malicious JavaScript that executes when viewed by higher-privileged users. This issue has been fixed in 6.3.2 and 5.73.9.

Risk And Classification

Primary CVSS: v3.1 4.8 MEDIUM from nvd@nist.gov

CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:N

Problem Types: CWE-79 | CWE-79 CWE-79: Improper Neutralization of Input During Web
Page Generation ('Cross-site Scripting')

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 4.8 MEDIUM CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:N

3.1 security-advisories@github.com Secondary 8.1 HIGH CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:H/I:H/A:N

3.1 CNA DECLARED 8.1 HIGH CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:H/I:H/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

High

User Interaction

Required

Scope

Changed

Confidentiality

Low

https://cve.report/
https://cve.report/CVE-2026-27196/mitre
https://cve.report/CVE-2026-27196/nist
https://cve.report/CVE-2026-27196/cve_org
https://cve.report/CVE-2026-27196.pdf


CVSS:3.1/AV:N/AC:L/PR:H/UI:R/S:C/C:L/I:L/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Statamic Statamic All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Statamic Cms affected >= 6.0.0-alpha.1, < 6.3.2 Not specified

CNA Statamic Cms affected < 5.73.9 Not specified

References

Reference Source Link Tags

github.com/statamic/cms/security/advisories/GHSA-8r7r-f4gm-wcpq security-advisories@github.com github.com Vendor Advisory

github.com/statamic/cms/commit/11ae40e62edd3da044d37ebf264757a09cc2347b security-advisories@github.com github.com Patch

github.com/statamic/cms/commit/6c270dacc2be02bfc2eee500766f3309f59d47b3 security-advisories@github.com github.com Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Low
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