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Summary

CVE CVE-2026-27315

State PUBLISHED

Assigner apache

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-07 17:16:27 UTC

Updated 2026-04-07 18:16:40 UTC

Description Sensitive Information Leak in cqlsh in Apache Cassandra 4.0 allows access to sensitive information, like passwords, from previously executed cqlsh command via  ~/.cassandra/cqlsh_history local file access. 

Risk And Classification

Problem Types: CWE-532 | CWE-532 CWE-532 Insertion of Sensitive Information into Log
File

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Apache Software Foundation Apache Cassandra affected 4.0 4.0.19 semver Not specified

References

Reference Source Link Tags

lists.apache.org/thread/ft77zrk2mzt8qsch4g6jqjj4901d22k3 security@apache.org lists.apache.org

www.openwall.com/lists/oss-security/2026/04/07/8 af854a3a-2127-422b-91ae-364da2661108 www.openwall.com

issues.apache.org/jira/browse/CASSANDRA-21180 security@apache.org issues.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Youlong Chen, Institute of Computing Technology, Chinese Academy of Sciences (en)

There are currently no legacy QID mappings associated with this CVE.
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