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Summary

CVE CVE-2026-27681

State PUBLISHED

Assigner sap

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-14 00:16:06 UTC

Updated 2026-04-14 00:16:06 UTC

Description Due to insufficient authorization checks in SAP Business Planning and Consolidation and SAP Business Warehouse, an authenticated user can execute crafted SQL statements to read, modify, and delete database data. This leads to a high impact on the confidentiality, integrity, and availability of the system.

Risk And Classification

Primary CVSS: v3.1 9.9 CRITICAL from cna@sap.com

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H

Problem Types: CWE-89 | CWE-89 CWE-89: Improper Neutralization of Special Elements
used in an SQL Command

Version Source Type Score Severity Vector

3.1 cna@sap.com Primary 9.9 CRITICAL CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H

3.1 CNA CVSS 9.9 CRITICAL CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Changed

Confidentiality

High

Integrity

https://cve.report/
https://cve.report/CVE-2026-27681/mitre
https://cve.report/CVE-2026-27681/nist
https://cve.report/CVE-2026-27681/cve_org
https://cve.report/api/cve/CVE-2026-27681.json
https://cve.report/CVE-2026-27681.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA SAP SE SAP Business Planning And Consolidation And SAP Business Warehouse affected HANABPC 810 Not specified

CNA SAP SE SAP Business Planning And Consolidation And SAP Business Warehouse affected BPC4HANA 300 Not specified

CNA SAP SE SAP Business Planning And Consolidation And SAP Business Warehouse affected SAP_BW 750 Not specified

CNA SAP SE SAP Business Planning And Consolidation And SAP Business Warehouse affected 752 Not specified

CNA SAP SE SAP Business Planning And Consolidation And SAP Business Warehouse affected 753 Not specified

CNA SAP SE SAP Business Planning And Consolidation And SAP Business Warehouse affected 754 Not specified

CNA SAP SE SAP Business Planning And Consolidation And SAP Business Warehouse affected 755 Not specified

CNA SAP SE SAP Business Planning And Consolidation And SAP Business Warehouse affected 756 Not specified

CNA SAP SE SAP Business Planning And Consolidation And SAP Business Warehouse affected 757 Not specified

CNA SAP SE SAP Business Planning And Consolidation And SAP Business Warehouse affected 758 Not specified

CNA SAP SE SAP Business Planning And Consolidation And SAP Business Warehouse affected 816 Not specified

References

Reference Source Link Tags

me.sap.com/notes/3719353 cna@sap.com me.sap.com

url.sap/sapsecuritypatchday cna@sap.com url.sap

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Integrity

High

Availability

High
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