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Summary

CVE CVE-2026-27682

State PUBLISHED

Assigner sap

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-12 03:16:11 UTC

Updated 2026-05-12 03:16:11 UTC

Description Due to a reflected cross-site scripting (XSS) vulnerability in SAP NetWeaver Application Server ABAP (Applications based on Business Server Pages), an unauthenticated attacker could craft a URL that exploits an unprotected URL parameter to embed a malicious script. If a victim clicks the link, the injected input is processed during web page generation, resulting in the execution of malicious content in the victim�s browser context. This could allow the attacker to access and/or modify information, impacting the confidentiality and integrity of the application, with no impact to availability.

Risk And Classification

Primary CVSS: v3.1 4.7 MEDIUM from cna@sap.com

CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:L/A:N

Problem Types: CWE-79 | CWE-79 CWE-79: Improper Neutralization of Input During Web
Page Generation

Version Source Type Score Severity Vector

3.1 cna@sap.com Primary 4.7 MEDIUM CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:L/A:N

3.1 CNA CVSS 4.7 MEDIUM CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:L/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

High

Privileges Required

None

User Interaction

Required

Scope

Changed

Confidentiality
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CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:L/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA SAP SE SAP NetWeaver Application Server ABAP Applications Based On Business Server Pages affected SAP_BASIS 700 Not specified

CNA SAP SE SAP NetWeaver Application Server ABAP Applications Based On Business Server Pages affected SAP_BASIS 701 Not specified

CNA SAP SE SAP NetWeaver Application Server ABAP Applications Based On Business Server Pages affected SAP_BASIS 702 Not specified

CNA SAP SE SAP NetWeaver Application Server ABAP Applications Based On Business Server Pages affected SAP_BASIS 731 Not specified

CNA SAP SE SAP NetWeaver Application Server ABAP Applications Based On Business Server Pages affected SAP_BASIS 740 Not specified

CNA SAP SE SAP NetWeaver Application Server ABAP Applications Based On Business Server Pages affected SAP_BASIS 750 Not specified

CNA SAP SE SAP NetWeaver Application Server ABAP Applications Based On Business Server Pages affected SAP_BASIS 751 Not specified

CNA SAP SE SAP NetWeaver Application Server ABAP Applications Based On Business Server Pages affected SAP_BASIS 752 Not specified

CNA SAP SE SAP NetWeaver Application Server ABAP Applications Based On Business Server Pages affected SAP_BASIS 753 Not specified

CNA SAP SE SAP NetWeaver Application Server ABAP Applications Based On Business Server Pages affected SAP_BASIS 754 Not specified

CNA SAP SE SAP NetWeaver Application Server ABAP Applications Based On Business Server Pages affected SAP_BASIS 755 Not specified

CNA SAP SE SAP NetWeaver Application Server ABAP Applications Based On Business Server Pages affected SAP_BASIS 756 Not specified

CNA SAP SE SAP NetWeaver Application Server ABAP Applications Based On Business Server Pages affected SAP_BASIS 757 Not specified

CNA SAP SE SAP NetWeaver Application Server ABAP Applications Based On Business Server Pages affected SAP_BASIS 758 Not specified

CNA SAP SE SAP NetWeaver Application Server ABAP Applications Based On Business Server Pages affected SAP_BASIS 816 Not specified

CNA SAP SE SAP NetWeaver Application Server ABAP Applications Based On Business Server Pages affected SAP_BASIS 918 Not specified

References

Reference Source Link Tags

url.sap/sapsecuritypatchday cna@sap.com url.sap

me.sap.com/notes/3728690 cna@sap.com me.sap.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Low

Integrity

Low

Availability

None
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