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CVE CVE-2026-27682
State PUBLISHED
Assigner sap

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-12 03:16:11 UTC
Updated 2026-05-12 03:16:11 UTC
Description Due to a reflected cross-site scripting (XSS) vulnerability in SAP NetWeaver Application Server ABAP (Applications based «
A ‘\ ol

Risk And Classification

Primary CVSS: v3.1 4.7 MEDIUM from cna@sap.com
CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:L/A:N

Problem Types: CWE-79 | CWE-79 CWE-79: Improper Neutralization of Input During Web
Page Generation

Version Source Type Score Severity Vector
3.1 cha@sap.com Primary 4.7 MEDIUM CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:L/A:N
3.1 CNA CVSS 4.7 MEDIUM CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:C/C:L/I:.L/A:N
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Version

affected SAP_BASIS 700
affected SAP_BASIS 701
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affected SAP_BASIS 918

References

Reference
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CVE Program record

NVD vulnerability detail

Source Link Tags
cna@sap.com url.sap

cna@sap.com me.sap.com

CVE.ORG WWW.CVe.org canonical

NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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