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CVE CVE-2026-27683
State PUBLISHED
Assigner sap

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-14 00:16:06 UTC
Updated 2026-04-14 00:16:06 UTC
Description SAP BusinessObjects Business Intelligence application allows an authenticated attacker to inject malicious JavaScript payl
1 | |

Risk And Classification |

Primary CVSS: v3.1 4.1 MEDIUM from cna@sap.com
CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:N/A:N

Problem Types: CWE-79 | CWE-79 CWE-79: Improper Neutralization of Input During Web
Page Generation

Version Source Type Score Severity Vector
3.1 cha@sap.com Primary 4.1 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:N/A:N
3.1 CNA CVSS 41 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:N/A:N
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https://cve.report/
https://cve.report/CVE-2026-27683/mitre
https://cve.report/CVE-2026-27683/nist
https://cve.report/CVE-2026-27683/cve_org
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https://cve.report/CVE-2026-27683.pdf
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\vailability

CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:C/C:L/I:N/A:N
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Vendor Declared Affected Products

Source  Vendor Product

CNA SAP SE SAP BusinessObjects Business Intelligence Platform
CNA SAP SE SAP BusinessObjects Business Intelligence Platform
CNA SAP SE SAP BusinessObjects Business Intelligence Platform

Version

Platforms

affected ENTERPRISE 430 Not specified

affected 2025

affected 2027

Not specified

Not specified

References
Reference Source
url.sap/sapsecuritypatchday cha@sap.com
me.sap.com/notes/3698216 cna@sap.com
CVE Program record CVE.ORG
NVD vulnerability detail NVD

Link

url.sap
me.sap.com
www.cve.org

nvd.nist.gov

Tags

canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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