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CVE-2026-27856

PUBLISHED

OX

CVE Program / NVD first with legacy fallback
2026-03-27 09:16:19 UTC

2026-04-29 19:25:51 UTC

Doveadm credentials are verified using direct comparison which is susceptible to timing oracle attack. An attacker can use

Risk And Classification

/ | 1|

Primary CVSS: v3.1 5.9 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N

EPSS: 0.000390000 probability, percentile 0.117840000 (date 2026-04-06)
Problem Types: CWE-287 | NVD-CWE-Other | CWE-287 Improper Authentication

Version Source Type Score Severity  Vector

3.1 nvd@nist.gov Primary 5.9 MEDIUM CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N
3.1 security@open-xchange.com Secondary 7.4 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N
3.1 CNA CVSS 7.4 HIGH CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:N

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

>rivileges Required

Jser Interaction

3cope

Unchanged

Sonfidentiality


https://cve.report/
https://cve.report/CVE-2026-27856/mitre
https://cve.report/CVE-2026-27856/nist
https://cve.report/CVE-2026-27856/cve_org
https://cve.report/api/cve/CVE-2026-27856.json
https://cve.report/CVE-2026-27856.pdf

ntegrity

\vailability

CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:N/A:N

J B

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Dovecot Dovecot All All All All
Application Open-xchange Dovecot All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Open-Xchange GmbH OX Dovecot Pro affected 2.3.0 semver Not specified
Reference Source Link

documentation.open-xchange.com/dovecot/security/advisories/csaf/2026/oxdc-adv-2026-0001.json  security@open-xchange.com docume

CVE Program record CVE.ORG WWW.CV
NVD vulnerability detail NVD nvd.nist.
a e )

R e

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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