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Summary

CVE CVE-2026-27893

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-27 00:16:22 UTC

Updated 2026-03-30 18:56:21 UTC

Description vLLM is an inference and serving engine for large language models (LLMs). Starting in version 0.10.1 and prior to version 0.18.0, two model implementation files hardcode `trust_remote_code=True` when loading sub-components, bypassing the user's explicit `--trust-remote-code=False` security opt-out. This enables remote code execution via malicious model repositories even when the user has explicitly disabled remote code trust. Version 0.18.0 patches the issue.

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from security-advisories@github.com

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

EPSS: 0.000330000 probability, percentile 0.093680000 (date 2026-04-01)

Problem Types: CWE-693 | CWE-693 CWE-693: Protection Mechanism Failure

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

3.1 CNA DECLARED 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-27893/mitre
https://cve.report/CVE-2026-27893/nist
https://cve.report/CVE-2026-27893/cve_org
https://cve.report/CVE-2026-27893.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Vllm Vllm All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Vllm-project Vllm affected >= 0.10.1, < 0.18.0 Not specified

References

Reference Source Link Tags

github.com/vllm-project/vllm/pull/36192 security-advisories@github.com github.com Issue Tracking

github.com/vllm-project/vllm/commit/00bd08edeee5dd4d4c13277c0114a464011a... security-advisories@github.com github.com Patch

github.com/vllm-project/vllm/security/advisories/GHSA-7972-pg2x-xr59 security-advisories@github.com github.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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