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Summary

CVE CVE-2026-28736

State PUBLISHED

Assigner Mattermost

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-03 14:16:29 UTC

Updated 2026-04-28 00:19:54 UTC

Description ** UNSUPPORTED WHEN ASSIGNED ** Focalboard version 8.0 fails to validate file ownership when serving uploaded files. This allows an authenticated attacker who knows a victim's fileID to read the content of the file. NOTE: Focalboard as a standalone product is not maintained and no fix will be issued.

Risk And Classification

Primary CVSS: v3.1 4.3 MEDIUM from responsibledisclosure@mattermost.com

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

EPSS: 0.000080000 probability, percentile 0.008010000 (date 2026-04-07)

Problem Types: CWE-639 | CWE-639 CWE-639: Authorization Bypass Through User-
Controlled Key

Version Source Type Score Severity Vector

3.1 responsibledisclosure@mattermost.com Secondary 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

3.1 CNA CVSS 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-28736/mitre
https://cve.report/CVE-2026-28736/nist
https://cve.report/CVE-2026-28736/cve_org
https://cve.report/api/cve/CVE-2026-28736.json
https://cve.report/CVE-2026-28736.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mattermost Focalboard 8.0.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Mattermost Focalboard affected 8.0 semver Not specified

References

Reference Source Link Tags

github.com/mattermost-community/focalboard responsibledisclosure@mattermost.com github.com Product

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Siam Thanat Hack Company Limited (en)

There are currently no legacy QID mappings associated with this CVE.
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Low

Integrity

None

Availability

None
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