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Summary

CVE CVE-2026-2931

State PUBLISHED

Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-26 05:16:39 UTC

Updated 2026-03-30 13:26:50 UTC

Description The Amelia Booking plugin for WordPress is vulnerable to Insecure Direct Object References in versions up to, and including, 9.1.2. This is due to the plugin providing user-controlled access to objects, letting a user bypass authorization and access system resources. This makes it possible for authenticated attackers with customer-level permissions or above to change user passwords and potentially take over administrator accounts. The vulnerability is in the pro plugin, which has the same slug.

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from security@wordfence.com

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

EPSS: 0.000460000 probability, percentile 0.141370000 (date 2026-04-01)

Problem Types: CWE-269 | CWE-269 CWE-269 Improper Privilege Management

Version Source Type Score Severity Vector

3.1 security@wordfence.com Primary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

3.1 CNA DECLARED 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-2931/mitre
https://cve.report/CVE-2026-2931/nist
https://cve.report/CVE-2026-2931/cve_org
https://cve.report/CVE-2026-2931.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Ameliabooking Booking For Appointments And Events Calendar Amelia affected * 9.1.2 semver Not specified

References

Reference Source Link

plugins.trac.wordpress.org/browser/ameliabooking/tags/2.1/src/Application/Commands/User/... security@wordfence.com plugins.trac.wordpress.org

www.wordfence.com/threat-intel/vulnerabilities/id/9dbaafbb-ab7b-41d8-a8f7-178b9... security@wordfence.com www.wordfence.com

plugins.trac.wordpress.org/browser/ameliabooking/tags/2.1/src/Application/Controller/Use... security@wordfence.com plugins.trac.wordpress.org

codecanyon.net/item/amelia-enterpriselevel-appointment-booking-wordpress-plu... security@wordfence.com codecanyon.net

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

CNA: Hunter Jensen (en)

Additional Advisory Data

Source Time Event

CNA 2026-02-21T06:38:12.000Z Vendor Notified

CNA 2026-03-25T15:31:53.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.
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Confidentiality

High

Integrity

High

Availability

High
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