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Summary

CVE CVE-2026-2974

State PUBLISHED

Assigner VulDB

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-02-23 06:16:16 UTC

Updated 2026-04-29 01:00:01 UTC

Description A vulnerability was identified in AliasVault App up to 0.25.3 on Android/iOS. This vulnerability affects unknown code of the file shared_prefs/aliasvault.xml of the component Backup Handler. The manipulation of the argument accessToken/refreshToken/metadata/key_derivation_params/auth_methods leads to exposure of backup file to an unauthorized control sphere. An attack has to be approached locally. The attack is considered to have high complexity. It is stated that the exploitability is difficult. The exploit is publicly available and might be used. Upgrading to version 0.26.0 is able to resolve this issue. The identifier of the patch is 873ecc03f92238e162f98a068ad56069a922b4f6/0bd662320174d8265dfe3b05a04bc13efc960532. It is recommended to upgrade the affected component. The creator of the software explains: "Because of AliasVault's zero-knowledge encryption design, the tokens stored in aliasvault.xml are API session tokens that cannot decrypt the vault on their own: the master password is required for that. So while this isn't a direct vault compromise risk, there's no reason to include them in backups either."

Risk And Classification

Primary CVSS: v4.0 1.1 LOW from cna@vuldb.com

CVSS:4.0/AV:L/AC:H/AT:N/PR:L/UI:N/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N/E:P/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-285 | CWE-530 | CWE-530 Exposure of Backup File to an
Unauthorized Control Sphere | CWE-285 Improper Authorization

Version Source Type Score Severity Vector

4.0 cna@vuldb.com Secondary 1.1 LOW CVSS:4.0/AV:L/AC:H/AT:N/PR:L/UI:N/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N/E:P/C...

4.0 CNA DECLARED 2 LOW CVSS:4.0/AV:L/AC:H/AT:N/PR:L/UI:N/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N/E:P

3.1 cna@vuldb.com Primary 2.5 LOW CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N

3.1 CNA DECLARED 2.5 LOW CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C

3.0 CNA DECLARED 2.5 LOW CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C

2.0 cna@vuldb.com Secondary 1 AV:L/AC:H/Au:S/C:P/I:N/A:N

2.0 CNA DECLARED 1 AV:L/AC:H/Au:S/C:P/I:N/A:N/E:POC/RL:OF/RC:C

CVSS v4.0 Breakdown

Attack Vector

Local

Attack Complexity

High

Attack Requirements

None

https://cve.report/
https://cve.report/CVE-2026-2974/mitre
https://cve.report/CVE-2026-2974/nist
https://cve.report/CVE-2026-2974/cve_org
https://cve.report/api/cve/CVE-2026-2974.json
https://cve.report/CVE-2026-2974.pdf


CVSS:4.0/AV:L/AC:H/AT:N/PR:L/UI:N/VC:L/VI:N/VA:N/SC:N/SI:N/SA:N/E:P/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N

CVSS v3.0 Breakdown

Privileges Required

Low

User Interaction

None

Confidentiality

Low

Integrity

None

Availability

None

Sub Conf.

None

Sub Integrity

None

Sub Availability

None

Attack Vector

Local

Attack Complexity

High

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

Low

Integrity

None

Availability

None

Attack Vector

Local

Attack Complexity



CVSS:3.0/AV:L/AC:H/PR:L/UI:N/S:U/C:L/I:N/A:N/E:P/RL:O/RC:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Aliasvault Aliasvault All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na AliasVault App affected 0.25.0 Not specified

CNA Na AliasVault App affected 0.25.1 Not specified

CNA Na AliasVault App affected 0.25.2 Not specified

CNA Na AliasVault App affected 0.25.3 Not specified

CNA Na AliasVault App unaffected 0.26.0 Not specified

References

Reference Source Link Tags

github.com/aliasvault/aliasvault/releases/tag/0.26.0 cna@vuldb.com github.com Release Notes

github.com/aliasvault/aliasvault/pull/1499 cna@vuldb.com github.com Issue Tracking

vuldb.com cna@vuldb.com vuldb.com Third Party Advisory, VDB Entry

github.com/aliasvault/aliasvault/issues/1497 cna@vuldb.com github.com Issue Tracking

github.com/aliasvault/aliasvault/commit/873ecc03f92238e162f98a068ad56069... cna@vuldb.com github.com Patch

vuldb.com cna@vuldb.com vuldb.com Third Party Advisory, VDB Entry

github.com/aliasvault/aliasvault/issues/1497 cna@vuldb.com github.com Issue Tracking

vuldb.com cna@vuldb.com vuldb.com Third Party Advisory, VDB Entry

vuldb.com cna@vuldb.com vuldb.com Permissions Required, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

High

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

Low

Integrity

None

Availability

None

http://cve.report/vendor/aliasvault
http://cve.report/software/aliasvault/aliasvault
http://cve.report/vendor/na
http://cve.report/software/na/AliasVault_App
http://cve.report/vendor/na
http://cve.report/software/na/AliasVault_App
http://cve.report/vendor/na
http://cve.report/software/na/AliasVault_App
http://cve.report/vendor/na
http://cve.report/software/na/AliasVault_App
http://cve.report/vendor/na
http://cve.report/software/na/AliasVault_App
https://github.com/aliasvault/aliasvault/releases/tag/0.26.0
https://github.com/aliasvault/aliasvault/pull/1499
https://vuldb.com/?submit.756058
https://github.com/aliasvault/aliasvault/issues/1497#issue-3855176470
https://github.com/aliasvault/aliasvault/commit/873ecc03f92238e162f98a068ad56069a922b4f6
https://vuldb.com/?submit.756059
https://github.com/aliasvault/aliasvault/issues/1497
https://vuldb.com/?id.347340
https://vuldb.com/?ctiid.347340
https://www.cve.org/CVERecord?id=CVE-2026-2974


CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: nmaochea (VulDB User) (en)

Additional Advisory Data

Source Time Event

CNA 2026-02-22T00:00:00.000Z Advisory disclosed

CNA 2026-02-22T01:00:00.000Z VulDB entry created

CNA 2026-02-22T15:52:42.000Z VulDB entry last update

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

https://nvd.nist.gov/vuln/detail/CVE-2026-2974
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
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