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Summary

CVE CVE-2026-29773

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-10 17:39:03 UTC

Updated 2026-05-13 20:44:20 UTC

Description Kubewarden is a policy engine for Kubernetes. Kubewarden cluster operators can grant permissions to users to deploy namespaced AdmissionPolicies and AdmissionPolicyGroups in their Namespaces. One of Kubewarden promises is that configured users can deploy namespaced policies in a safe manner, without privilege escalation. An attacker with privileged "AdmissionPolicy" create permissions (which isn't the default) could make use of 3 deprecated host-callback APIs: kubernetes/ingresses, kubernetes/namespaces, kubernetes/services. The attacker can craft a policy that exercises these deprecated API calls and would allow them read access to Ingresses, Namespaces, and Services resources respectively. 

Risk And Classification

Primary CVSS: v3.1 4.3 MEDIUM from security-advisories@github.com

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

EPSS: 0.000360000 probability, percentile 0.107340000 (date 2026-05-17)

Problem Types: CWE-863 | CWE-863 CWE-863: Incorrect Authorization

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

3.1 CNA DECLARED 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

Low

https://cve.report/
https://cve.report/CVE-2026-29773/mitre
https://cve.report/CVE-2026-29773/nist
https://cve.report/CVE-2026-29773/cve_org
https://cve.report/api/cve/CVE-2026-29773.json
https://cve.report/CVE-2026-29773.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Linuxfoundation Kubewarden All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Kubewarden Kubewarden-controller affected < 1.33.0 Not specified

References

Reference Source Link Tags

github.com/kubewarden/kubewarden-controller/security/advisories/GHSA-6r7... security-advisories@github.com github.com Mitigation, Vendor Advisory

github.com/kubewarden/kubewarden-controller/pull/1519 security-advisories@github.com github.com Issue Tracking, Patch

github.com/kubewarden/kubewarden-controller/commit/4e41b60ae44902d82d941... security-advisories@github.com github.com Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Integrity

None

Availability

None
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