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Summary

CVE CVE-2026-30075

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-08 17:21:18 UTC

Updated 2026-04-08 17:21:18 UTC

Description OpenAirInterface Version 2.2.0 has a Buffer Overflow vulnerability in processing UplinkNASTransport containing Authentication Response containing a NAS PDU with oversize response (For example 100 byte). The response is decoded by AMF and passed to the AUSF component for verification. AUSF crashes on receiving this oversize response. This can prohibit users from further registration and verification and can cause Denial of Services (DoS).

Risk And Classification

Problem Types: n/a

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source Link Tags

gitlab.eurecom.fr/oai/cn5g/oai-cn5g-ausf/-/issues/6 cve@mitre.org gitlab.eurecom.fr

gitlab.eurecom.fr/oai/cn5g/oai-cn5g-ausf/-/issues cve@mitre.org gitlab.eurecom.fr

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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