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CVE CVE-2026-3058
State PUBLISHED
Assigner Wordfence

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-04 12:16:03 UTC
Updated 2026-03-31 18:37:28 UTC
Description The Seraphinite Accelerator plugin for WordPress is vulnerable to Sensitive Information Exposure in all versions up to, and
i | |

Risk And Classification

Primary CVSS: v3.1 6.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:N/AC:L/PR:L/UI:IN/S:U/C:H/I:N/A:N
EPSS: 0.000130000 probability, percentile 0.019990000 (date 2026-04-01)

Problem Types: CWE-200 | NVD-CWE-noinfo | CWE-200 CWE-200 Exposure of Sensitive
Information to an Unauthorized Actor

Version  Source Type Score  Severity Vector

3.1 nvd@nist.gov Primary 6.5 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:N/A:N
3.1 security@wordfence.com Secondary 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
3.1 CNA DECLARED 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

>rivileges Required

Jser Interaction


https://cve.report/
https://cve.report/CVE-2026-3058/mitre
https://cve.report/CVE-2026-3058/nist
https://cve.report/CVE-2026-3058/cve_org
https://cve.report/CVE-2026-3058.pdf

3cope

Unchanged

Sonfidentiality

ntegrity

\vailability

CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application S-sols Seraphinite Accelerator All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Seraphinitesoft Seraphinite Accelerator affected * 2.28.14 semver Not specified
Reference Source Link
plugins.trac.wordpress.org/browser/seraphinite-accelerator/trunk/main.php security@wordfence.com  plugins.trac.wordpress.ol
www.wordfence.com/threat-intel/vulnerabilities/id/bf539c01-596a-44dd-9587-6be69...  security@wordfence.com www.wordfence.com
plugins.trac.wordpress.org/browser/seraphinite-accelerator/trunk/Cmn/Plugin.php security@wordfence.com  plugins.trac.wordpress.ol

plugins.trac.wordpress.org/changeset/3468084/seraphinite-accelerator/trunk/main.php  security@wordfence.com plugins.trac.wordpress.o
CVE Program record CVE.ORG Www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

/]

Vendor Comments And Credit

Discovery Credit
CNA: Lukasz Sobanski (en)

Additional Advisory Data

Source Time Event
CNA 2026-02-23T21:12:57.000Z Vendor Notified
CNA 2026-03-03T22:00:52.000Z Disclosed

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/s-sols
http://cve.report/software/s-sols/seraphinite_accelerator
http://cve.report/vendor/seraphinitesoft
http://cve.report/software/seraphinitesoft/Seraphinite_Accelerator
https://plugins.trac.wordpress.org/browser/seraphinite-accelerator/trunk/main.php#L2288
https://www.wordfence.com/threat-intel/vulnerabilities/id/bf539c01-596a-44dd-9587-6be6978ab0fa?source=cve
https://plugins.trac.wordpress.org/browser/seraphinite-accelerator/trunk/Cmn/Plugin.php#L598
https://plugins.trac.wordpress.org/changeset/3468084/seraphinite-accelerator/trunk/main.php?contextall=1
https://www.cve.org/CVERecord?id=CVE-2026-3058
https://nvd.nist.gov/vuln/detail/CVE-2026-3058
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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