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Summary

CVE CVE-2026-30867

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-02 14:16:28 UTC

Updated 2026-04-02 14:16:28 UTC

Description CocoaMQTT is a MQTT 5.0 client library for iOS and macOS written in Swift. Prior to version 2.2.2, a vulnerability exists in the packet parsing logic of CocoaMQTT that allows an attacker (or a compromised/malicious MQTT broker) to remotely crash the host iOS/macOS/tvOS application. If an attacker publishes the 4-byte malformed payload to a shared topic with the RETAIN flag set to true, the MQTT broker will persist the payload. Any time a vulnerable client connects and subscribes to that topic, the broker will automatically push the malformed packet. The app will instantly crash in the background before the user can even interact with it. This effectively "bricks" the mobile application (a persistent DoS) until the retained message is manually wiped from the broker database. This issue has been patched in version 2.2.2.

Risk And Classification

Primary CVSS: v3.1 5.7 MEDIUM from security-advisories@github.com

CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H

Problem Types: CWE-617 | CWE-617 CWE-617: Reachable Assertion

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 5.7 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H

3.1 CNA DECLARED 5.7 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

Required

Scope

Unchanged

Confidentiality

None

Integrity

None

https://cve.report/
https://cve.report/CVE-2026-30867/mitre
https://cve.report/CVE-2026-30867/nist
https://cve.report/CVE-2026-30867/cve_org
https://cve.report/CVE-2026-30867.pdf


CVSS:3.1/AV:N/AC:L/PR:L/UI:R/S:U/C:N/I:N/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Emqx CocoaMQTT affected < 2.2.2 Not specified

References

Reference Source Link Tags

github.com/emqx/CocoaMQTT/pull/659 security-advisories@github.com github.com

github.com/emqx/CocoaMQTT/security/advisories/GHSA-r3fr-7m74-q7g2 security-advisories@github.com github.com

github.com/emqx/CocoaMQTT/releases/tag/2.2.2 security-advisories@github.com github.com

github.com/emqx/CocoaMQTT/commit/010bca6f61b97d726252f61641d331a2bf82b338 security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

None

Availability

High
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