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Summary

CVE CVE-2026-30924

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-19 21:17:09 UTC

Updated 2026-04-14 17:48:44 UTC

Description qui is a web interface for managing qBittorrent instances. Versions 1.14.1 and below use a permissive CORS policy that reflects arbitrary origins while also returning Access-Control-Allow-Credentials: true, effectively allowing any external webpage to make authenticated requests on behalf of a logged-in user. An attacker can exploit this by tricking a victim into loading a malicious webpage, which silently interacts with the application using the victim's session and potentially exfiltrating sensitive data such as API keys and account credentials, or even achieving full system compromise through the built-in External Programs manager. Exploitation requires that the victim access the application via a non-localhost hostname and load an attacker-controlled webpage, making highly targeted social-engineering attacks the most likely real-world scenario. This issue was not fixed at the time of publication.

Risk And Classification

Primary CVSS: v4.0 9 CRITICAL from security-advisories@github.com

CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:P/VC:H/VI:H/VA:L/SC:H/SI:H/SA:H/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.000430000 probability, percentile 0.131810000 (date 2026-04-15)

Problem Types: CWE-942 | NVD-CWE-Other | CWE-942 CWE-942: Permissive Cross-
domain Policy with Untrusted Domains

Version Source Type Score Severity Vector

4.0 security-advisories@github.com Secondary 9 CRITICAL CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:P/VC:H/VI:H/VA:L/SC:H/SI:H/SA:H/E:X/C...

4.0 CNA DECLARED 9 CRITICAL CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:P/VC:H/VI:H/VA:L/SC:H/SI:H/SA:H

3.1 nvd@nist.gov Primary 8.8 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

Present

Privileges Required

None

User Interaction

Passive

https://cve.report/
https://cve.report/CVE-2026-30924/mitre
https://cve.report/CVE-2026-30924/nist
https://cve.report/CVE-2026-30924/cve_org
https://cve.report/api/cve/CVE-2026-30924.json
https://cve.report/CVE-2026-30924.pdf


CVSS:4.0/AV:N/AC:L/AT:P/PR:N/UI:P/VC:H/VI:H/VA:L/SC:H/SI:H/SA:H/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Getqui Qui All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Autobrr Qui affected <= 1.14.1 Not specified

Passive

Confidentiality

High

Integrity

High

Availability

Low

Sub Conf.

High

Sub Integrity

High

Sub Availability

High

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

Required

Scope

Unchanged

Confidentiality

High

Integrity

High

Availability

High

http://cve.report/vendor/getqui
http://cve.report/software/getqui/qui
http://cve.report/vendor/autobrr
http://cve.report/software/autobrr/qui


CNA Autobrr Qui affected <= 1.14.1 Not specified

References

Reference Source Link Tags

github.com/autobrr/qui/security/advisories/GHSA-h8vw-ph9r-xpch security-advisories@github.com github.com Vendor Advisory

github.com/autobrr/qui/commit/424f7a0de089dce881e8bbecd220163a78e0295f security-advisories@github.com github.com Patch

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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