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2026-05-05 19:34:16 UTC

Improper Control of Generation of Code ('Code Injection’) vulnerability in Profelis Information and Consulting Trade and Ind

| 1|

Risk And Classification

Version

3.1

3.1

Primary CVSS: v3.1 7.2 HIGH from iletisim@usom.gov.tr
CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
EPSS: 0.000500000 probability, percentile 0.151790000 (date 2026-05-05)

Problem Types: CWE-94 | CWE-94 CWE-94 Improper Control of Generation of Code (‘Code
Injection’)

Source Type Score Severity Vector
iletisim@usom.gov.ir Primary 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H
CNA CVSS 7.2 HIGH CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

’rivileges Required

Jser Interaction

3cope

Unchanged

>onfidentiality


https://cve.report/
https://cve.report/CVE-2026-3120/mitre
https://cve.report/CVE-2026-3120/nist
https://cve.report/CVE-2026-3120/cve_org
https://cve.report/api/cve/CVE-2026-3120.json
https://cve.report/CVE-2026-3120.pdf

ntegrity

\vailability

CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

il i

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Profelis Information And Consulting Trade And Industry Limited Company = SambaBox affected 5.1 5.3 custom  Not specified

References

Reference Source Link Tags
www.usom.gov.tr/bildirim/tr-26-0155 iletisim@usom.gov.tr WWW.Usom.gov.tr

CVE Program record CVE.ORG WWW.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
CNA: Kayra BUYUKLU (en)

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/vendor/Profelis_Information_and_Consulting_Trade_and_Industry_Limited_Company
http://cve.report/software/Profelis_Information_and_Consulting_Trade_and_Industry_Limited_Company/SambaBox
https://www.usom.gov.tr/bildirim/tr-26-0155
https://www.cve.org/CVERecord?id=CVE-2026-3120
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