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Summary

CVE CVE-2026-31405

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-06 08:16:38 UTC

Updated 2026-04-18 09:16:30 UTC

Description In the Linux kernel, the following vulnerability has been resolved: media: dvb-net: fix OOB access in ULE extension header tables 

Risk And Classification

EPSS: 0.000160000 probability, percentile 0.033370000 (date 2026-04-18)

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 e51238718217c4abdb3ccc3b0c0cde265c7ec629 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 b2bd2ee73b697c177157bba534e1b1064c2e66a0 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 29ef43ceb121d67b87f4cbb08439e4e9e732eff8 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 1a6da3dbb9985d00743073a1cc1f96e59f5abc30 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 145e50c2c700fa52b840df7bab206043997dd18e git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 8bde543d2a5f935ba2a6a6325a2e02f8a9256fbe git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 f2b65dcb78c8990e4c68a906627433be1fe38a92 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 24d87712727a5017ad142d63940589a36cd25647 git

CNA Linux Linux affected 2.6.12

CNA Linux Linux unaffected 2.6.12 semver

CNA Linux Linux unaffected 5.10.253 5.10.* semver

CNA Linux Linux unaffected 5.15.203 5.15.* semver

CNA Linux Linux unaffected 6.1.167 6.1.* semver

CNA Linux Linux unaffected 6.6.130 6.6.* semver

CNA Linux Linux unaffected 6.12.78 6.12.* semver

CNA Linux Linux unaffected 6.18.19 6.18.* semver
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CNA Linux Linux unaffected 6.18.19 6.18.* semver

CNA Linux Linux unaffected 6.19.9 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/e51238718217c4abdb3ccc3b0c0cde265c7ec629 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/29ef43ceb121d67b87f4cbb08439e4e9e732eff8 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/1a6da3dbb9985d00743073a1cc1f96e59f5abc30 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/24d87712727a5017ad142d63940589a36cd25647 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/145e50c2c700fa52b840df7bab206043997dd18e 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/f2b65dcb78c8990e4c68a906627433be1fe38a92 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/b2bd2ee73b697c177157bba534e1b1064c2e66a0 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/8bde543d2a5f935ba2a6a6325a2e02f8a9256fbe 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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