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Summary

CVE CVE-2026-31411

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-08 14:16:27 UTC

Updated 2026-04-08 21:26:13 UTC

Description In the Linux kernel, the following vulnerability has been resolved: net: atm: fix crash due to unvalidated vcc pointer in sigd_send() 

Risk And Classification

EPSS: 0.000320000 probability, percentile 0.090950000 (date 2026-04-14)

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 c96549d07dfdd51aadf0722cfb40711574424840 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 1c8bda3df028d5e54134077dcd09f46ca8cfceb5 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 3e1a8b00095246a9a2b46b57f6d471c6d3c00ed2 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 e3f80666c2739296c3b69a127300455c43aa1067 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 21c303fec138c002f90ed33bce60e807d53072bb git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 69d3f9ee5489e6e8b66defcfa226e91d82393297 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 440c9a5fc477a8ee259d8bf669531250b8398651 git

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 ae88a5d2f29b69819dc7b04086734439d074a643 git

CNA Linux Linux affected 2.6.12

CNA Linux Linux unaffected 2.6.12 semver

CNA Linux Linux unaffected 5.10.252 5.10.* semver

CNA Linux Linux unaffected 5.15.202 5.15.* semver

CNA Linux Linux unaffected 6.1.165 6.1.* semver

CNA Linux Linux unaffected 6.6.128 6.6.* semver

CNA Linux Linux unaffected 6.12.75 6.12.* semver

CNA Linux Linux unaffected 6.18.14 6.18.* semver
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CNA Linux Linux unaffected 6.18.14 6.18.* semver

CNA Linux Linux unaffected 6.19.4 6.19.* semver

CNA Linux Linux unaffected 7.0-rc1 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/ae88a5d2f29b69819dc7b04086734439d074a643 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/440c9a5fc477a8ee259d8bf669531250b8398651 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/3e1a8b00095246a9a2b46b57f6d471c6d3c00ed2 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/1c8bda3df028d5e54134077dcd09f46ca8cfceb5 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/e3f80666c2739296c3b69a127300455c43aa1067 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/69d3f9ee5489e6e8b66defcfa226e91d82393297 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/21c303fec138c002f90ed33bce60e807d53072bb 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/c96549d07dfdd51aadf0722cfb40711574424840 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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