netfilter: nf_conntrack expect: use expect->helper
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CVE CVE-2026-31414
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-13 14:16:10 UTC
Updated 2026-04-13 15:01:43 UTC
Description In the Linux kernel, the following vulnerability has been resolved: netfilter: nf_conntrack_expect: use expect->helper Use ex
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Risk And Classification

EPSS: 0.000240000 probability, percentile 0.066090000 (date 2026-04-15)

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 847cb7fe26c5ce5dce0d1asd1faciead88b7f1781 git
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 e7ccaalab2a8ff2be5d521299ce79390¢318d306 git
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 4bd1b3d839172724b33d8d02c5a4ff6a1c775417 git
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 b53294bff19e56ada2f230ceb8b1ffde61cc3817 git
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 3dfd3f7712b5a800f2ba632179e9b738076a51f0 git
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 f01794106042ee27e54af6fdf5b319a2fe3df94d git
CNA Linux Linux unaffected 6.1.168 6.1.* semver

CNA Linux Linux unaffected 6.6.134 6.6.* semver

CNA Linux Linux unaffected 6.12.81 6.12.* semver

CNA Linux Linux unaffected 6.18.22 6.18.* semver

CNA Linux Linux unaffected 6.19.12 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix
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git.kernel.org/stable/c/847cb7fe26c5ce5dce0diad 1fac1ead488b7f1781  416baaa9-dc9f-4396-8d5f-8c081tb06d67
git.kernel.org/stable/c/4bd1b3d839172724b33d8d02c5a4{f6alc775417 416baaa9-dc9f-4396-8d5f-8c081fb06d67
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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