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Summary

CVE CVE-2026-31420

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-13 14:16:11 UTC

Updated 2026-04-13 15:01:43 UTC

Description In the Linux kernel, the following vulnerability has been resolved: bridge: mrp: reject zero test interval to avoid OOM panic br_mrp_start_test() and br_mrp_start_in_test() accept the user-supplied interval value from netlink without validation. When interval is 0, usecs_to_jiffies(0) yields 0, causing the delayed work (br_mrp_test_work_expired / br_mrp_in_test_work_expired) to reschedule itself with zero delay. This creates a tight loop on system_percpu_wq that allocates and transmits MRP test frames at maximum rate, exhausting all system memory and causing a kernel panic via OOM deadlock. 

Risk And Classification

EPSS: 0.000210000 probability, percentile 0.056510000 (date 2026-04-15)

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 20f6a05ef63594feb0c6dfbd629da0448b43124d c9bc352f716d1bebfe43354bce539ec2d0223b30 git

CNA Linux Linux affected 20f6a05ef63594feb0c6dfbd629da0448b43124d fa6e24963342de4370e3a3c9af41e38277b74cf3 git

CNA Linux Linux affected 5.8

CNA Linux Linux unaffected 5.8 semver

CNA Linux Linux unaffected 6.19.12 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/c9bc352f716d1bebfe43354bce539ec2d0223b30 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/fa6e24963342de4370e3a3c9af41e38277b74cf3 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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