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smb2_lock
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CVE CVE-2026-31477
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-22 14:16:44 UTC
Updated 2026-04-22 14:16:44 UTC
Description In the Linux kernel, the following vulnerability has been resolved: ksmbd: fix memory leaks and NULL deref in smb2_lock()
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Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected e2f34481b24db2fd634b5edb0a5bd0e4d38ccbe9 cdactf7e7e428dc70e3b5898ac6999a72ed 13993 git
CNA Linux Linux affected e2{34481b24db2fd634b5edb0abbd0e4d38cc6e9 cOb95ef615039f19e46c3a521a4fe1752d91dfe9 git
CNA Linux Linux affected e2f34481b24db2fd634b5edb0a5bd0e4d38cc6e9 91aeaa7256006d79a37298f5a1df23325db91599 gil
CNA Linux Linux affected e234481b24db2fd634b5edb0abbd0e4d38cc6e9 3cdacd11b41569ce75b3162142240f2355¢04900 gi
CNA Linux Linux affected e2f34481b24db2fd634b5edb0a5bd0e4d38ccbe9 aab42f0795620cf0d3955a520f571f697d0f9a2a git
CNA Linux Linux affected e234481b24db2fd634b5edb0abbd0e4d38cc6e9 309b44ed684496ed3f9c5715d10b899338623512 gi
CNA Linux Linux affected 5.15

CNA Linux Linux unaffected 5.15 semver

CNA Linux Linux unaffected 6.1.168 6.1.* semver

CNA Linux Linux unaffected 6.6.131 6.6.* semver

CNA Linux Linux unaffected 6.12.80 6.12.* semver

CNA Linux Linux unaffected 6.18.21 6.18.* semver

CNA Linux Linux unaffected 6.19.11 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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