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Summary

CVE CVE-2026-31503

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-22 14:16:48 UTC

Updated 2026-04-22 14:16:48 UTC

Description In the Linux kernel, the following vulnerability has been resolved: udp: Fix wildcard bind conflict check when using hash2 When binding a udp_sock to a local address and port, UDP uses two hashes (udptable->hash and udptable->hash2) for collision detection. The current code switches to "hash2" when hslot->count > 10. 

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 30fff9231fad757c061285e347b33c5149c2c2e4 d6ace0dbcbb7fd285738bb87b42b71b01858c952 git

CNA Linux Linux affected 30fff9231fad757c061285e347b33c5149c2c2e4 2297e38114316b26ae02f2d205c49b5511c5ed55 git

CNA Linux Linux affected 30fff9231fad757c061285e347b33c5149c2c2e4 f1bed05a832ae79be5f7a105da56810eaa59a5f1 git

CNA Linux Linux affected 30fff9231fad757c061285e347b33c5149c2c2e4 18d84c45def3671d5c89fbdd5d4ab8a3217fe4b4 git

CNA Linux Linux affected 30fff9231fad757c061285e347b33c5149c2c2e4 0a360f7f73a06ac88f18917055fbcc79694252d7 git

CNA Linux Linux affected 30fff9231fad757c061285e347b33c5149c2c2e4 e537dd15d0d4ad989d56a1021290f0c674dd8b28 git

CNA Linux Linux affected 2.6.33

CNA Linux Linux unaffected 2.6.33 semver

CNA Linux Linux unaffected 6.1.168 6.1.* semver

CNA Linux Linux unaffected 6.6.131 6.6.* semver

CNA Linux Linux unaffected 6.12.80 6.12.* semver

CNA Linux Linux unaffected 6.18.21 6.18.* semver

CNA Linux Linux unaffected 6.19.11 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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