BI h: L 2CAP: Vali PDU length before readin
SDU length in I12cap ecred data rcv()

MITRE NVD CVE.ORG JSON API Print: PDF %5

CVE CVE-2026-31512
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-22 14:16:50 UTC
Updated 2026-04-22 14:16:50 UTC
Description In the Linux kernel, the following vulnerability has been resolved: Bluetooth: L2CAP: Validate PDU length before reading SI

4] | -l
Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected aac23bf636593cc2d67144aed373a46a1a5f76b1 cef09691cfb61f6c91cc27c3d69634181c8ab949 git
CNA Linux Linux affected aac23bf636593cc2d67144aed373a46a1a5f76b1 3340be2bafdcc806f048273eabd8e82a6597aalb git
CNA Linux Linux affected aac23bf636593cc2d67144aed373a46a1a5f76b1 e47315b84d0eb188772c3ff5¢cf073cdbdefcabb4 git
CNA Linux Linux affected aac23bf636593cc2d67144aed373a46a1a5f76b1 477ad4976072056c348937e94124583321938df4 git
CNA Linux Linux affected aac23bf636593cc2d67144aed373a46a1a5f76b1 40c7f7eea2f4d9cb0b3e924254c8c9053372168f git
CNA Linux Linux affected aac23bf636593cc2d67144aed373a46a1a5f76b1 8c96f3bd4ae0802db90630be8e9851827e9¢9209 gi
CNA Linux Linux affected aac23bf636593cc2d67144aed373a46a1a5f76b1 5ad981249be52f5e4€92e0e97b436b569071cb86 gi
CNA Linux Linux affected aac23bf636593cc2d67144aed373a46a1a5f76b1 c65bd945d1c08c3db756821b6bf9f1cda77b29ch git
CNA Linux Linux affected 3.14

CNA Linux Linux unaffected 3.14 semver

CNA Linux Linux unaffected 5.10.253 5.10.* semver

CNA Linux Linux unaffected 5.15.203 5.15.* semver

CNA Linux Linux unaffected 6.1.168 6.1.* semver

CNA Linux Linux unaffected 6.6.131 6.6.* semver

CNA Linux Linux unaffected 6.12.80 6.12.* semver

CNA Linux Linux unaffected 6.18.21 6.18.* semver

CNA Linux Linux unaffected 6.19.11 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix
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References

Reference Source Link Tags
git.kernel.org/stable/c/e47315b84d0eb188772¢3ff5cf073cdbdefcabb4 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
git.kernel.org/stable/c/c65bd945d1c08c3db756821b6bfof1c4a77b29c6  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
git.kernel.org/stable/c/40c7{7eea2f4d9cb0b3e924254c8c9053372168f  416baaa9d-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
git.kernel.org/stable/c/8c96f3bd4ae0802db90630be8e9851827e9c9209  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
git.kernel.org/stable/c/5ad981249be52f5e4e92e0e97b436b569071cb86 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
git.kernel.org/stable/c/3340be2bafdcc806f048273eabd8e82a6597aalb  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
git.kernel.org/stable/c/cef09691cfb61f6c91cc27c3d69634f81c8ab949 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org

git.kernel.org/stable/c/477ad4976072056c348937e94f24583321938df4  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org

CVE Program record CVE.ORG WWW.CvVe.org — canonic
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://git.kernel.org/stable/c/e47315b84d0eb188772c3ff5cf073cdbdefca6b4
https://git.kernel.org/stable/c/c65bd945d1c08c3db756821b6bf9f1c4a77b29c6
https://git.kernel.org/stable/c/40c7f7eea2f4d9cb0b3e924254c8c9053372168f
https://git.kernel.org/stable/c/8c96f3bd4ae0802db90630be8e9851827e9c9209
https://git.kernel.org/stable/c/5ad981249be52f5e4e92e0e97b436b569071cb86
https://git.kernel.org/stable/c/3340be2bafdcc806f048273ea6d8e82a6597aa1b
https://git.kernel.org/stable/c/cef09691cfb61f6c91cc27c3d69634f81c8ab949
https://git.kernel.org/stable/c/477ad4976072056c348937e94f24583321938df4
https://www.cve.org/CVERecord?id=CVE-2026-31512
https://nvd.nist.gov/vuln/detail/CVE-2026-31512
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	Bluetooth: L2CAP: Validate PDU length before reading SDU length in l2cap_ecred_data_rcv()
	Summary
	Vendor Declared Affected Products
	References


