xfrm: iptfs: fix skb__ nic on non-linear sk
reassembly
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CVE CVE-2026-31517
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-22 14:16:51 UTC
Updated 2026-04-22 14:16:51 UTC
Description In the Linux kernel, the following vulnerability has been resolved: xfrm: iptfs: fix skb_put() panic on non-linear skb during ree

ST |
SR

Vendor Declared Affected Products

Source Vendor Product Version

1]

CNA Linux Linux affected 5f2b6a9095743a6bf1f34c43c4fe78fa8bdf5ad7 33a7b36268933c75bdc355€5531951e0ea9f1951 git
CNA Linux Linux affected 5f2b6a9095743a6bf1f34c43c4fe78fa8bdf5ad7 7fdfe8f6efeb0e1200e22a903f2471539f54522b git
CNA Linux Linux affected 5f2b6a9095743a6bf1f34c43c4fe78fa8bdf5ad7 0b352f83cabfefdaafa806d6471f0ecal17dc7d5 git
CNA Linux Linux affected 6.14

CNA Linux Linux unaffected 6.14 semver

CNA Linux Linux unaffected 6.18.21 6.18.* semver

CNA Linux Linux unaffected 6.19.11 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix
‘] N
Reference Source Link Tags

git.kernel.org/stable/c/7fdfe8f6efeb0e1200e22a903f2471539f54522b 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
git.kernel.org/stable/c/33a7b36268933c75bdc355e5531951e0ea9f1951  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
git.kernel.org/stable/c/0b352f83cabfefdaafa806d6471f0ecali7dc7d5 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org
CVE Program record CVE.ORG WWW.CVe.org — canonic

NVD vulnerability detail NVD nvd.nist.gov  canonic

1]

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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