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CVE

State

Assigner
Source Priority
Published
Updated

Description

1]

CVE-2026-31551

PUBLISHED

Linux

CVE Program / NVD first with legacy fallback
2026-04-24 15:16:29 UTC

2026-04-27 20:15:30 UTC

In the Linux kernel, the following vulnerability has been resolved: wifi: mac80211: Fix static_branch_dec() underflow for aq|.

Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.000240000 probability, percentile 0.067850000 (date 2026-04-27)
Problem Types: CWE-191

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Low

Jser Interaction

3cope

Unchanged

>onfidentiality

ntegrity

\vailability

CN/QK:-R /ANl /AC1 /PRI /1 H-N/K-11/C:*NI/1'NI/A-H


https://cve.report/
https://cve.report/CVE-2026-31551/mitre
https://cve.report/CVE-2026-31551/nist
https://cve.report/CVE-2026-31551/cve_org
https://cve.report/api/cve/CVE-2026-31551.json
https://cve.report/CVE-2026-31551.pdf

L R A S N N A S A R O e SR A R RS S A I R AT T AR ST ]

L

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected €908435e402aff23c9b0b3c59¢c7cd12b08b681b0 787152497ac763deab16f6f4b7ce79aaeb3eb7e8 git
CNA Linux Linux affected €908435e402aff23c9b0b3c59c7cd12b08b681b0 8bb90ff77326¢34e75b573b1febdd9586fec5aba git
CNA Linux Linux affected €908435e402aff23c9b0b3c59¢7cd12b08b681b0 256f7d4c11235d0569f78413c41dc89d2dc1557¢ git
CNA Linux Linux affected €908435e402aff23c9b0b3c59¢7cd12b08b681b0 29a1a350afcd28a2150bd73b8bd83eac3480f13e git
CNA Linux Linux affected €908435e402aff23c9b0b3c59¢7cd12b08b681b0 5ba05436f15d16ae7ab04b880e8bf8d440be892b git
CNA Linux Linux affected €908435e402aff23c9b0b3c59¢7cd12b08b681b0 b24763d32d5b4ada766decadb42d6766272fef0c git
CNA Linux Linux affected €908435e402aff23c9b0b3c59¢7¢cd12b08b681b0 b94ae8e0d5fe1bdbbfdc3854ff6ce98f6876a828 git
CNA Linux Linux affected 5.12

CNA Linux Linux unaffected 5.12 semver

CNA Linux Linux unaffected 5.15.203 5.15.* semver

CNA Linux Linux unaffected 6.1.167 6.1.* semver

CNA Linux Linux unaffected 6.6.130 6.6.* semver

CNA Linux Linux unaffected 6.12.78 6.12.* semver

CNA Linux Linux unaffected 6.18.20 6.18.* semver

CNA Linux Linux unaffected 6.19.10 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix
Kl ﬂ
Reference Source Link Tags

git.kernel.org/stable/c/8bb90ff77326c34e75b573b1febdd9586fecbaba  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/5ba05436f15d16ae7ab04b880e8bf8d440be892b 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/256f7d4c11235d0569f78413c41dc89d2dc1557¢c  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/b94ae8e0d5fe1bdbbfdc3854ff6ce98f6876a828 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/29a1a350afcd28a2150bd73b8bd83eacl3480f13e  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/787152497ac763deab16f6f4b7ce79aaeb3eb7e8 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch
git.kernel.org/stable/c/b24763d32d5b4ada766decadb42d6766272fefOc  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch

CVE Program record CVE.ORG WWW.Cve.org — canonice

NVD vulnerability detail NVD nvd.nist.gov  canonics


http://cve.report/vendor/linux
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http://cve.report/software/Linux/Linux
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http://cve.report/vendor/Linux
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http://cve.report/software/Linux/Linux
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https://git.kernel.org/stable/c/256f7d4c11235d0569f78413c41dc89d2dc1557c
https://git.kernel.org/stable/c/b94ae8e0d5fe1bdbbfdc3854ff6ce98f6876a828
https://git.kernel.org/stable/c/29a1a350afcd28a2150bd73b8bd83eac3480f13e
https://git.kernel.org/stable/c/787152497ac763deab16f6f4b7ce79aaeb3eb7e8
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https://www.cve.org/CVERecord?id=CVE-2026-31551
https://nvd.nist.gov/vuln/detail/CVE-2026-31551

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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