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CVE CVE-2026-31600
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-24 15:16:38 UTC
Updated 2026-04-29 20:14:32 UTC
Description In the Linux kernel, the following vulnerability has been resolved: arm64: mm: Handle invalid large leaf mappings correctly |
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Risk And Classification |

Primary CVSS: v3.1 7.5 HIGH from 416baaa9-dc9f-4396-8d5f-8c081fb06d67

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
EPSS: 0.000100000 probability, percentile 0.012230000 (date 2026-04-27)
Problem Types: CWE-476

Version Source Type Score Severity Vector
3.1 416baaa9-dc9f-4396-8d5f-8c081fb06d67  Secondary 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
3.1 CNA DECLARED 7.5 HIGH CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
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CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

/ |

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products |

Source Vendor Product Version

CNA Linux Linux affected a166563e7ec375b38a0fd3a58f7b77e50a6bcb6a8 8140b21d19015227a28¢c255404462f2d3ebedc9a gi
CNA Linux Linux affected a166563e7ec375b38a0fd3a58f7b77e50a6bcb6a8 747b6482e4e227fd351197dde6f64a97107a9e52 gil
CNA Linux Linux affected a166563e7ec375b38a0fd3a58f7b77e50a6bcb6a8 cheab27eab34f41¢79d18f0c6d20db66fa93514c git

CNA Linux Linux affected a166563e7ec375b38a0fd3a58f7b77e50a6bc6a8 15bfbalad77fad8e45a37aae54b3c813b33fe27¢ git

CNA Linux Linux affected 6.18

CNA Linux Linux unaffected 6.18 semver

CNA Linux Linux unaffected 6.18.24 6.18.* semver

CNA Linux Linux unaffected 6.19.14 6.19.* semver

CNA Linux Linux unaffected 7.0.1 7.0.* semver

CNA Linux Linux unaffected 7.1-rc1 * original_commit_for_fix
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Reference Source Link Tags

git.kernel.org/stable/c/15bfbalad77fad8e45a37aae54b3c813b33fe27c  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/cbeab27ea634f41c79d18f0c6d20db66fa93514c  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/747b6482e4e227fd351197dde6f64a97107a9e52  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/8140b21d19015227a28¢c255404462f2d3e6edc9a  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
CVE Program record CVE.ORG WWW.Cve.org — canonic

NVD vulnerability detail NVD nvd.nist.gov  canonic

4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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