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CVE-2026-31618

PUBLISHED

Linux

CVE Program / NVD first with legacy fallback
2026-04-24 15:16:41 UTC

2026-04-28 14:07:04 UTC

In the Linux kernel, the following vulnerability has been resolved: fbdev: tdfxfb: avoid divide-by-zero on FBIOPUT_VSCREE
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Risk And Classification

Primary CVSS: v3.1 5.5 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H

EPSS: 0.000180000 probability, percentile 0.048130000 (date 2026-04-27)
Problem Types: CWE-369

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

>rivileges Required

Low

Jser Interaction

3cope

Unchanged

>onfidentiality

ntegrity
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CN/QK:-R /ANl /AC1 /PRI /1 H-N/K-11/C:*NI/1'NI/A-H


https://cve.report/
https://cve.report/CVE-2026-31618/mitre
https://cve.report/CVE-2026-31618/nist
https://cve.report/CVE-2026-31618/cve_org
https://cve.report/api/cve/CVE-2026-31618.json
https://cve.report/CVE-2026-31618.pdf
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 859a239d58a812b61267d9944b701affe6a6244e git
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 53cb4e79a07124d2ebe502983¢29800104080b47 gil
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 fc386daa6846551a88d338ba9864fc2812cd9030 git
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 6567d3e1aaadfebf44ce7dc9ea2630323cd4c736 git
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 63dfb0b4741f46d65b667c4275132b3d1966acc8 git
CNA Linux Linux affected 1da177e4c3f41524e886b7f1b8a0c1fc7321cac2 8f98b81fe011e1879e6a7b1247e69e06a5e17af2 git
CNA Linux Linux affected 2.6.12

CNA Linux Linux unaffected 2.6.12 semver

CNA Linux Linux unaffected 6.6.136 6.6.* semver

CNA Linux Linux unaffected 6.12.83 6.12.* semver

CNA Linux Linux unaffected 6.18.24 6.18.* semver

CNA Linux Linux unaffected 6.19.14 6.19." semver

CNA Linux Linux unaffected 7.0.1 7.0.* semver
CNA Linux Linux unaffected 7.1-rc1 * original_commit_for_fix
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Reference Source Link Tags

git.kernel.org/stable/c/53cb4e79a07124d2ebe502983c29800104080b47  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/8f98b81fe011e1879e6a7b1247e69e06a5e17af2  416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch
git.kernel.org/stable/c/6567d3e1aaadfebf44ce7dc9ea2630323cd4c736  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/fc386daa6846551a88d338ba9864fc2812cd9030  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch
git.kernel.org/stable/c/859a239d58a812b61267d9944b701affe6ab244e  416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch

git.kernel.org/stable/c/63dfb0b4741f46d65b667c4275132b3d1966acc8  416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org Patch

CVE Program record CVE.ORG WWW.Cve.org — canonic

NVD vulnerability detail NVD nvd.nist.gov  canonic
1
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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