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Summary

CVE CVE-2026-31637

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-24 15:16:43 UTC

Updated 2026-04-24 17:51:40 UTC

Description In the Linux kernel, the following vulnerability has been resolved: rxrpc: reject undecryptable rxkad response tickets rxkad_decrypt_ticket() decrypts the RXKAD response ticket and then parses the buffer as plaintext without checking whether crypto_skcipher_decrypt() succeeded. 

Risk And Classification

EPSS: 0.000180000 probability, percentile 0.048180000 (date 2026-04-25)

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 17926a79320afa9b95df6b977b40cca6d8713cea 47073aab8a3a5a7b41c9bd37d2a3dcbeeccd6c8a git

CNA Linux Linux affected 17926a79320afa9b95df6b977b40cca6d8713cea a149dcae23309df9de1c3b6b5d468610ef5ab7de git

CNA Linux Linux affected 17926a79320afa9b95df6b977b40cca6d8713cea 22f6258e7b31dba9bf88dce4e3ee7f0f20072e60 git

CNA Linux Linux affected 17926a79320afa9b95df6b977b40cca6d8713cea 58fcd1b156152613ba00a064a129fb69507ddd7d git

CNA Linux Linux affected 17926a79320afa9b95df6b977b40cca6d8713cea fe4447cd95623b1cfacc15f280aab73a6d7340b2 git

CNA Linux Linux affected 2.6.22

CNA Linux Linux unaffected 2.6.22 semver

CNA Linux Linux unaffected 6.6.135 6.6.* semver

CNA Linux Linux unaffected 6.12.82 6.12.* semver

CNA Linux Linux unaffected 6.18.23 6.18.* semver

CNA Linux Linux unaffected 6.19.13 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix
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git.kernel.org/stable/c/58fcd1b156152613ba00a064a129fb69507ddd7d 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/47073aab8a3a5a7b41c9bd37d2a3dcbeeccd6c8a 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

https://cve.report/
https://cve.report/CVE-2026-31637/mitre
https://cve.report/CVE-2026-31637/nist
https://cve.report/CVE-2026-31637/cve_org
https://cve.report/api/cve/CVE-2026-31637.json
https://cve.report/CVE-2026-31637.pdf
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
https://git.kernel.org/stable/c/58fcd1b156152613ba00a064a129fb69507ddd7d
https://git.kernel.org/stable/c/47073aab8a3a5a7b41c9bd37d2a3dcbeeccd6c8a


git.kernel.org/stable/c/47073aab8a3a5a7b41c9bd37d2a3dcbeeccd6c8a 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/a149dcae23309df9de1c3b6b5d468610ef5ab7de 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/fe4447cd95623b1cfacc15f280aab73a6d7340b2 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/22f6258e7b31dba9bf88dce4e3ee7f0f20072e60 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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