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Summary

CVE CVE-2026-31638

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-24 15:16:43 UTC

Updated 2026-04-24 17:51:40 UTC

Description In the Linux kernel, the following vulnerability has been resolved: rxrpc: Only put the call ref if one was acquired rxrpc_input_packet_on_conn() can process a to-client packet after the current client call on the channel has already been torn down. 

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 5e6ef4f1017c7f844e305283bbd8875af475e2fc b8f66447448d6c305a51413a67ec8ed26aa7d1dd git

CNA Linux Linux affected 5e6ef4f1017c7f844e305283bbd8875af475e2fc 0c156aff8a2d4fa0d61db7837641975cf0e5452d git

CNA Linux Linux affected 5e6ef4f1017c7f844e305283bbd8875af475e2fc 8299ca146489664e3c0c90a3b8900d8335b1ede4 git

CNA Linux Linux affected 5e6ef4f1017c7f844e305283bbd8875af475e2fc 9fb09861e2b8d1abfe2efaf260c9f1d30080ea38 git

CNA Linux Linux affected 5e6ef4f1017c7f844e305283bbd8875af475e2fc 6331f1b24a3e85465f6454e003a3e6c22005a5c5 git

CNA Linux Linux affected 6.2

CNA Linux Linux unaffected 6.2 semver

CNA Linux Linux unaffected 6.6.135 6.6.* semver

CNA Linux Linux unaffected 6.12.82 6.12.* semver

CNA Linux Linux unaffected 6.18.23 6.18.* semver

CNA Linux Linux unaffected 6.19.13 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/8299ca146489664e3c0c90a3b8900d8335b1ede4 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/9fb09861e2b8d1abfe2efaf260c9f1d30080ea38 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/6331f1b24a3e85465f6454e003a3e6c22005a5c5 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/0c156aff8a2d4fa0d61db7837641975cf0e5452d 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/b8f66447448d6c305a51413a67ec8ed26aa7d1dd 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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