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Summary

CVE CVE-2026-31675

State PUBLISHED

Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-25 09:16:01 UTC

Updated 2026-04-25 09:16:01 UTC

Description In the Linux kernel, the following vulnerability has been resolved: net/sched: sch_netem: fix out-of-bounds access in packet corruption 

Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected c865e5d99e25a171e8262fc0f7ba608568633c64 a14b56863348686dd0387eea8ce66b85cf455908 git

CNA Linux Linux affected c865e5d99e25a171e8262fc0f7ba608568633c64 13a66ca1e235d4bcd53d12d4c68490cad7f8e46f git

CNA Linux Linux affected c865e5d99e25a171e8262fc0f7ba608568633c64 3a2999704ac36cfb4041fed3652d26a3373e8d12 git

CNA Linux Linux affected c865e5d99e25a171e8262fc0f7ba608568633c64 4fd258e281fa8bc15e9ce2c7691941537e9258ad git

CNA Linux Linux affected c865e5d99e25a171e8262fc0f7ba608568633c64 d64cb81dcbd54927515a7f65e5e24affdc73c14b git

CNA Linux Linux affected 2.6.16

CNA Linux Linux unaffected 2.6.16 semver

CNA Linux Linux unaffected 6.6.134 6.6.* semver

CNA Linux Linux unaffected 6.12.81 6.12.* semver

CNA Linux Linux unaffected 6.18.22 6.18.* semver

CNA Linux Linux unaffected 6.19.12 6.19.* semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

References

Reference Source Link Tags

git.kernel.org/stable/c/3a2999704ac36cfb4041fed3652d26a3373e8d12 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/a14b56863348686dd0387eea8ce66b85cf455908 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/4fd258e281fa8bc15e9ce2c7691941537e9258ad 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

git.kernel.org/stable/c/13a66ca1e235d4bcd53d12d4c68490cad7f8e46f 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org

https://cve.report/
https://cve.report/CVE-2026-31675/mitre
https://cve.report/CVE-2026-31675/nist
https://cve.report/CVE-2026-31675/cve_org
https://cve.report/api/cve/CVE-2026-31675.json
https://cve.report/CVE-2026-31675.pdf
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
http://cve.report/vendor/Linux
http://cve.report/software/Linux/Linux
https://git.kernel.org/stable/c/3a2999704ac36cfb4041fed3652d26a3373e8d12
https://git.kernel.org/stable/c/a14b56863348686dd0387eea8ce66b85cf455908
https://git.kernel.org/stable/c/4fd258e281fa8bc15e9ce2c7691941537e9258ad
https://git.kernel.org/stable/c/13a66ca1e235d4bcd53d12d4c68490cad7f8e46f
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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