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CVE CVE-2026-31688
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-27 18:16:54 UTC
Updated 2026-05-06 18:36:57 UTC
Description In the Linux kernel, the following vulnerability has been resolved: driver core: enforce device_lock for driver_match_device(

Primary CVSS: v3.1 7.8 HIGH from nvd@nist.gov
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Problem Types: CWE-416

CVSS v3.1 Breakdown

\ttack Vector

\ttack Complexity

Low

’rivileges Required

Low

Jser Interaction

3cope

Unchanged

Sonfidentiality

ntegrit:

<

\vailability

CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:H/A:H


https://cve.report/
https://cve.report/CVE-2026-31688/mitre
https://cve.report/CVE-2026-31688/nist
https://cve.report/CVE-2026-31688/cve_org
https://cve.report/api/cve/CVE-2026-31688.json
https://cve.report/CVE-2026-31688.pdf
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

| Vendor Declared Affected Products

Source Vendor Product Version

CNA Linux Linux affected 49b420a13ff95b449947181190b08367348e3e1b dc23806a7c47ec5f1293abad07fb69519f976ee0 git

CNA Linux Linux affected 2.6.30

CNA Linux Linux unaffected 2.6.30 semver

CNA Linux Linux unaffected 7.0 * original_commit_for_fix

/| i 0
Reference Source Link Tags

git.kernel.org/stable/c/dc23806a7c47ec5f1293aba407fb69519f976ee0 416baaa9-dc9f-4396-8d5f-8c081fb06d67 git.kernel.org Patch
CVE Program record CVE.ORG www.cve.org —canonical

NVD vulnerability detail NVD nvd.nist.gov  canonical

4] E

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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