lommupt: Fix short gather if the unmap goes into a
large mapping
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CVE CVE-2026-31735
State PUBLISHED
Assigner Linux

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-01 15:16:36 UTC
Updated 2026-05-03 07:16:19 UTC
Description In the Linux kernel, the following vulnerability has been resolved: iommupt: Fix short gather if the unmap goes into a large n
1 | |

Risk And Classification

Primary CVSS: v3.1 8.8 HIGH from 416baaa9-dc9f-4396-8d5f-8c081fb06d67
CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H

EPSS: 0.000180000 probability, percentile 0.050050000 (date 2026-05-02)

Version Source Type Score Severity Vector
3.1 416baaa9-dc9f-4396-8d5f-8c081fb06d67  Secondary 8.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
3.1 CNA DECLARED 8.8 HIGH CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H
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https://cve.report/
https://cve.report/CVE-2026-31735/mitre
https://cve.report/CVE-2026-31735/nist
https://cve.report/CVE-2026-31735/cve_org
https://cve.report/api/cve/CVE-2026-31735.json
https://cve.report/CVE-2026-31735.pdf
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Version

affected 7¢53f4238aa8bfb476e177263133ead2eeb8d55d 50ecd96a28f712f80682c044 1f4cb9b086d28816 git
affected 7c53f4238aa8bfb476e177263133ead2eeb8d55d ee6e69d032550687a3422504bfca3f834c7b5061 git
affected 6.19

unaffected 6.19 semver

unaffected 6.19.12 6.19.* semver

unaffected 7.0 * original_commit_for_fix
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Source Link Tags

git.kernel.org/stable/c/ee6e69d032550687a3422504bfca3f834c7b5061 416baaa9-dc9f-4396-8d5f-8c081fb06d67  git.kernel.org

git.kernel.org/stable/c/50ecd96a28f712{80682c0441f4cb9b086d28816  416baaa9-dcof-4396-8d5f-8c081fb06d67  git.kernel.org

CVE.ORG WWW.CVe.org — canonice

NVD nvd.nist.gov  canonice
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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