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Summary

CVE CVE-2026-32147

State PUBLISHED

Assigner EEF

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-21 12:15:58 UTC

Updated 2026-04-21 16:20:24 UTC

Description Improper Limitation of a Pathname to a Restricted Directory ('Path Traversal') vulnerability in Erlang OTP ssh (ssh_sftpd module) allows an authenticated SFTP user to modify file attributes outside the configured chroot directory. 

Risk And Classification

Primary CVSS: v4.0 5.3 MEDIUM from 6b3ad84c-e1a6-4bf7-a703-f496b71e49db

CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:L/VA:N/SC:N/SI:L/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.000190000 probability, percentile 0.052490000 (date 2026-04-22)

Problem Types: CWE-22 | CWE-22 CWE-22 Improper Limitation of a Pathname to a
Restricted Directory ('Path Traversal')

Version Source Type Score Severity Vector

4.0 6b3ad84c-e1a6-4bf7-a703-f496b71e49db Secondary 5.3 MEDIUM CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:L/VA:N/SC:N/SI:L/SA:N/E:X/C...

4.0 CNA CVSS 5.3 MEDIUM CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:L/VA:N/SC:N/SI:L/SA:N

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

None

Privileges Required

Low

User Interaction

None

https://cve.report/
https://cve.report/CVE-2026-32147/mitre
https://cve.report/CVE-2026-32147/nist
https://cve.report/CVE-2026-32147/cve_org
https://cve.report/api/cve/CVE-2026-32147.json
https://cve.report/CVE-2026-32147.pdf


CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UI:N/VC:N/VI:L/VA:N/SC:N/SI:L/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Erlang OTP affected 3.01 * otp Not specified

CNA Erlang OTP affected 17.0 * otp Not specified

CNA Erlang OTP affected 07b8f441ca711f9812fad9e9115bab3c3aa92f79 * git Not specified

References

Reference Source Link

github.com/erlang/otp/security/advisories/GHSA-28jg-mw9x-hpm5 6b3ad84c-e1a6-4bf7-a703-f496b71e49db github.com

osv.dev/vulnerability/EEF-CVE-2026-32147 6b3ad84c-e1a6-4bf7-a703-f496b71e49db osv.dev

www.erlang.org/doc/system/versions.html 6b3ad84c-e1a6-4bf7-a703-f496b71e49db www.erlang.org

github.com/erlang/otp/commit/28c5d5a6c5f873dc701b597276271763e7d1c004 6b3ad84c-e1a6-4bf7-a703-f496b71e49db github.com

cna.erlef.org/cves/CVE-2026-32147.html 6b3ad84c-e1a6-4bf7-a703-f496b71e49db cna.erlef.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

CNA: John Downey (en)

CNA: Michał Wąsowski (en)

CNA: Jakub Witczak (en)

None

Confidentiality

None

Integrity

Low

Availability

None

Sub Conf.

None

Sub Integrity

Low

Sub Availability

None
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http://cve.report/vendor/Erlang
http://cve.report/software/Erlang/OTP
http://cve.report/vendor/Erlang
http://cve.report/software/Erlang/OTP
https://github.com/erlang/otp/security/advisories/GHSA-28jg-mw9x-hpm5
https://osv.dev/vulnerability/EEF-CVE-2026-32147
https://www.erlang.org/doc/system/versions.html#order-of-versions
https://github.com/erlang/otp/commit/28c5d5a6c5f873dc701b597276271763e7d1c004
https://cna.erlef.org/cves/CVE-2026-32147.html
https://www.cve.org/CVERecord?id=CVE-2026-32147
https://nvd.nist.gov/vuln/detail/CVE-2026-32147


Additional Advisory Data

Workarounds

CNA: * Do not use the root option in ssh_sftpd:subsystem_spec/1, and instead rely on OS-
level chroot or container isolation to confine SFTP users. * Ensure the Erlang VM is not
running as a privileged OS user. Running the VM as an unprivileged user limits the impact of
this vulnerability, since attribute modifications are constrained by that user's OS-level
permissions.

There are currently no legacy QID mappings associated with this CVE.
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