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CVE-2026-32229

MITRE NVD CVE.ORG Print: PDF %5

CVE-2026-32229

PUBLISHED

JetBrains

CVE Program / NVD first with legacy fallback
2026-03-11 15:16:31 UTC

2026-04-02 13:11:36 UTC

In JetBrains Hub before 2026.1 possible on sign-in account mismatch with non-SSO auth and 2FA disabled

Risk And Classification

Primary CVSS: v3.1 6.8 MEDIUM from nvd@nist.gov
CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:N

EPSS: 0.000010000 probability, percentile 0.000170000 (date 2026-04-02)
Problem Types: CWE-290 | CWE-290 CWE-290

Version Source Type Score Severity Vector

3.1 nvd@nist.gov Primary 6.8 MEDIUM CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:N
3.1 cve@ijetbrains.com Secondary 6.8 MEDIUM CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:N
3.1 CNA CVSS 6.8 MEDIUM CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:N

CVSS v3.1 Breakdown
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https://cve.report/
https://cve.report/CVE-2026-32229/mitre
https://cve.report/CVE-2026-32229/nist
https://cve.report/CVE-2026-32229/cve_org
https://cve.report/CVE-2026-32229.pdf

\vailability

CVSS:3.1/AV:N/AC:H/PR:L/UI:N/S:U/C:H/I:H/A:N

J B

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jetbrains Hub All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA JetBrains Hub affected 2025.1 2025.3.128064 semver Not specified
Reference Source Link Tags
www.jetbrains.com/privacy-security/issues-fixed cve@jetbrains.com www.jetbrains.com Vendor Advisory
CVE Program record CVE.ORG WWW.Cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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