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Summary

CVE CVE-2026-32244

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-05-19 00:16:37 UTC

Updated 2026-05-19 00:16:37 UTC

Description Discourse is an open-source discussion platform. In versions prior to 2026.1.4, 2026.3.1, 2026.4.1 and 2026.5.0-latest.1, outdated cached AI summaries can leak removed content to anonymous and unprivileged users who cannot regenerate summaries. This issue has been fixed in versions 2026.1.4, 2026.3.1, 2026.4.1 and 2026.5.0-latest.1. To work around this issue, restrict summary generation by tightening the allowed groups on the summarization Personas.

Risk And Classification

Primary CVSS: v3.1 5.3 MEDIUM from security-advisories@github.com

CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Problem Types: CWE-200 | CWE-524 | CWE-672 | CWE-524 CWE-524: Use of Cache
Containing Sensitive Information | CWE-200 CWE-200: Exposure of Sensitive Information to
an Unauthorized Actor | CWE-672 CWE-672: Operation on a Resource after Expiration or
Release

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

3.1 CNA DECLARED 5.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

CVSS v3.1 Breakdown

Attack Vector

Network

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Unchanged

Confidentiality

https://cve.report/
https://cve.report/CVE-2026-32244/mitre
https://cve.report/CVE-2026-32244/nist
https://cve.report/CVE-2026-32244/cve_org
https://cve.report/api/cve/CVE-2026-32244.json
https://cve.report/CVE-2026-32244.pdf


CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Discourse Discourse affected < 2026.1.4 Not specified

CNA Discourse Discourse affected >= 2026.3.0-latest, < 2026.3.1 Not specified

CNA Discourse Discourse affected >= 2026.4.0-latest, < 2026.4.1 Not specified

CNA Discourse Discourse affected >= 2026.5.0-latest, < 2026.5.0-latest.1 Not specified

References

Reference Source Link Tags

github.com/discourse/discourse/security/advisories/GHSA-hjmg-2mww-vfvx security-advisories@github.com github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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CVE.report and Source URL Uptime Status status.cve.report

Confidentiality

Low

Integrity

None

Availability

None
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