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CVE CVE-2026-3237
State PUBLISHED
Assigner Octopus

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-17 07:16:03 UTC
Updated 2026-04-07 01:00:20 UTC
Description In affected versions of Octopus Server it was possible for a low privileged user to manipulate an API request to change the
1 | i

Risk And Classification

Primary CVSS: v4.0 2.3 LOW from security@octopus.com

CVSS:4.0/AV:N/AC:L/AT:P/PR:L/UIN/VC:N/VIL/VA:N/SC:N/SIIN/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUL:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-285 | Low-Privilege User Can Modify Global Signing Key Settings |
CWE-285 CWE-285 Improper Authorization

Version Source Type Score Severity Vector
4.0 security@octopus.com Secondary 2.3 LOW CVSS:4.0/AV:N/AC:L/AT:P/PR:L/UI:N/VC:N/VI:L/VA:N/SC:N/SI:N/SA:N/E
4.0 CNA CVSS 2.3 LOW CVSS:4.0/AV:N/AC:L/AT:P/PR:L/ULI:IN/VC:N/VI:L/VA:N/SC:N/SI:N/SA:N
3.1 nvd@nist.gov Primary 4.3 MEDIUM  CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N
L : ‘ | ﬂ 1

CVSS v4.0 Breakdown

\ttack Vector

[z

\ttack Complexity
\ttack Requirements
>rivileges Required
Jser Interaction

>onfidentiality



https://cve.report/
https://cve.report/CVE-2026-3237/mitre
https://cve.report/CVE-2026-3237/nist
https://cve.report/CVE-2026-3237/cve_org
https://cve.report/api/cve/CVE-2026-3237.json
https://cve.report/CVE-2026-3237.pdf
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CVSS:4.0/AV:N/AC:L/AT:P/PR:L/UI:N/VC:N/VIEL/VA:N/SC:N/SIIN/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUL:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X
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CVSS v3.1 Breakdown
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CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Octopus Octopus Server All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Octopus Deploy Octopus Server affected 2023.0.0 2025.3.14731 custom Windows

CNA Octopus Deploy Octopus Server affected 2025.4.0 2025.4.10359 custom Windows


http://cve.report/vendor/octopus
http://cve.report/software/octopus/octopus_server
http://cve.report/vendor/Octopus_Deploy
http://cve.report/software/Octopus_Deploy/Octopus_Server
http://cve.report/vendor/Octopus_Deploy
http://cve.report/software/Octopus_Deploy/Octopus_Server

CNA Octopus Deploy Octopus Server affected 2026.1.0 2026.1.5571 custom Windows

References

Reference Source Link Tags
advisories.octopus.com/post/2026/sa2026-03 security@octopus.com advisories.octopus.com Vendor Advisory
CVE Program record CVE.ORG WWW.Cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: This vulnerability was found by raihanadiarba (en)

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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