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CVE CVE-2026-32588
State PUBLISHED

Assigner apache

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-04-07 17:16:28 UTC
Updated 2026-04-07 18:16:41 UTC
Description Authenticated DoS over CQL in Apache Cassandra 4.0, 4.1, 5.0 allows authenticated user to raise query latencies via repe.
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Risk And Classification

Problem Types: CWE-400 | CWE-400 CWE-400 Uncontrolled Resource Consumption

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Apache Software Foundation Apache Cassandra affected 4.0 4.0.19 semver Not specified

CNA Apache Software Foundation Apache Cassandra affected 4.1 4.1.10 semver Not specified

CNA Apache Software Foundation Apache Cassandra affected 5.0 5.0.6 semver Not specified
Reference Source Link Tags
lists.apache.org/thread/2tnwjdnss378glxrsmnlzz3k53ftphrc  security@apache.org lists.apache.org
www.openwall.com/lists/oss-security/2026/04/07/9 af854a3a-2127-422b-91ae-364da2661108 www.openwall.com

CVE Program record CVE.ORG WWWw.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, an
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Vendor Comments And Credit

Discovery Credit

CNA: Youlong Chen, Institute of Computing Technology, Chinese Academy of Sciences (en)

There are currentlv no leaacv QIND manninas associated with this CVFE


https://cve.report/
https://cve.report/CVE-2026-32588/mitre
https://cve.report/CVE-2026-32588/nist
https://cve.report/CVE-2026-32588/cve_org
https://cve.report/api/cve/CVE-2026-32588.json
https://cve.report/CVE-2026-32588.pdf
http://cve.report/vendor/Apache_Software_Foundation
http://cve.report/software/Apache_Software_Foundation/Apache_Cassandra
http://cve.report/vendor/Apache_Software_Foundation
http://cve.report/software/Apache_Software_Foundation/Apache_Cassandra
http://cve.report/vendor/Apache_Software_Foundation
http://cve.report/software/Apache_Software_Foundation/Apache_Cassandra
https://lists.apache.org/thread/2tnwjdnss378glxrsmnlzz3k53ftphrc
http://www.openwall.com/lists/oss-security/2026/04/07/9
https://www.cve.org/CVERecord?id=CVE-2026-32588
https://nvd.nist.gov/vuln/detail/CVE-2026-32588
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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