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Summary

CVE CVE-2026-32606

State PUBLISHED

Assigner GitHub_M

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-18 06:16:18 UTC

Updated 2026-04-28 21:13:28 UTC

Description IncusOS is an immutable OS image dedicated to running Incus. Prior to 202603142010, the default configuration of systemd-cryptenroll as used by IncusOS through mkosi allows for an attacker with physical access to the machine to access the encrypted data without requiring any interaction by the system's owner or any tampering of Secure Boot state or kernel (UKI) boot image. That's because in this configuration, the LUKS key is made available by the TPM so long as the system has the expected PCR7 value and the PCR11 policy matches. That default PCR11 policy importantly allows for the TPM to release the key to the booted system rather than just from the initrd part of the signed kernel image (UKI). The attack relies on the attacker being able to substitute the original encrypted root partition for one that they control. By doing so, the system will prompt for a recovery key on boot, which the attacker has defined and can provide, before booting the system using the attacker's root partition rather than the system's original one. The attacker only needs to put a systemd unit starting on system boot within their root partition to have the system run that logic on boot. That unit will then run in an environment where the TPM will allow for the retrieval of the encryption key of the real root disk, allowing the attacker to steal the LUKS volume key (immutable master key) and then use it against the real root disk, altering it or getting data out before putting the disk back the way it was and returning the system without a trace of this attack having happened. This is all possible because the system will have still booted with Secure Boot enabled, will have measured and ran the expected bootloader and kernel image (UKI). The initrd selects the root disk based on GPT partition identifiers making it possible to easily substitute the real root disk for an attacker controlled one. This doesn't lead to any change in the TPM state and therefore allows for retrieval of the LUKS key by the attacker through a boot time systemd unit on their alternative root partition. IncusOS version 202603142010 (2026/03/14 20:10 UTC) 

Risk And Classification

Primary CVSS: v3.1 7.6 HIGH from security-advisories@github.com

CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

EPSS: 0.000070000 probability, percentile 0.006270000 (date 2026-04-28)

Problem Types: CWE-522 | CWE-522 CWE-522: Insufficiently Protected Credentials

Version Source Type Score Severity Vector

3.1 security-advisories@github.com Secondary 7.6 HIGH CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

3.1 CNA DECLARED 7.7 HIGH CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

CVSS v3.1 Breakdown

Attack Vector

Physical

Attack Complexity

Low

Privileges Required

None

User Interaction

None

Scope

Changed

Confidentiality

High
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CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Lxc Incus-os affected < 202603142010 Not specified

References

Reference Source Link

github.com/lxc/incus-os/commit/e3b35f230d23443d27752eac27ebb2b22c957b75 security-advisories@github.com github.com

github.com/lxc/incus-os/security/advisories/GHSA-wj2j-qwcf-cfcc security-advisories@github.com github.com

github.com/lxc/incus-os/pull/954 security-advisories@github.com github.com

oddlama.org/blog/bypassing-disk-encryption-with-tpm2-unlock security-advisories@github.com oddlama.org

discuss.linuxcontainers.org/t/potential-luks-encryption-bypass-through-filesystem-confusi... security-advisories@github.com discuss.linuxcontainers.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Integrity

High

Availability

High

http://cve.report/vendor/lxc
http://cve.report/software/lxc/incus-os
https://github.com/lxc/incus-os/commit/e3b35f230d23443d27752eac27ebb2b22c957b75
https://github.com/lxc/incus-os/security/advisories/GHSA-wj2j-qwcf-cfcc
https://github.com/lxc/incus-os/pull/954
https://oddlama.org/blog/bypassing-disk-encryption-with-tpm2-unlock
https://discuss.linuxcontainers.org/t/potential-luks-encryption-bypass-through-filesystem-confusion/26348
https://www.cve.org/CVERecord?id=CVE-2026-32606
https://nvd.nist.gov/vuln/detail/CVE-2026-32606
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	IncusOS has a LUKS encryption bypass due to insufficient TPM policy
	Summary
	Risk And Classification
	CVSS v3.1 Breakdown

	Vendor Declared Affected Products
	References


