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Summary

CVE CVE-2026-32642

State PUBLISHED

Assigner apache

Source Priority CVE Program / NVD first with legacy fallback

Published 2026-03-24 08:16:01 UTC

Updated 2026-03-30 14:24:59 UTC

Description Incorrect Authorization (CWE-863) vulnerability in Apache Artemis, Apache ActiveMQ Artemis exists when an application using the OpenWire protocol attempts to create a non-durable JMS topic subscription on an address that doesn't exist with an authenticated user which has the "createDurableQueue" permission but does not have the "createAddress" permission and address auto-creation is disabled. In this circumstance, a temporary address will be created whereas the attempt to create the non-durable subscription should instead fail since the user is not authorized to create the corresponding address. When the OpenWire connection is closed the address is removed. 

Risk And Classification

Primary CVSS: v4.0 2.3 LOW from security@apache.org

CVSS:4.0/AV:N/AC:L/AT:P/PR:L/UI:N/VC:N/VI:L/VA:N/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

EPSS: 0.001020000 probability, percentile 0.280150000 (date 2026-04-01)

Problem Types: CWE-863 | CWE-863 CWE-863 Incorrect Authorization

Version Source Type Score Severity Vector

4.0 security@apache.org Secondary 2.3 LOW CVSS:4.0/AV:N/AC:L/AT:P/PR:L/UI:N/VC:N/VI:L/VA:N/SC:N/SI:N/SA:N/E:X/C...

4.0 CNA CVSS 2.3 LOW CVSS:4.0/AV:N/AC:L/AT:P/PR:L/UI:N/VC:N/VI:L/VA:N/SC:N/SI:N/SA:N

3.1 nvd@nist.gov Primary 4.3 MEDIUM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N

CVSS v4.0 Breakdown

Attack Vector

Network

Attack Complexity

Low

Attack Requirements

Present

Privileges Required

Low

https://cve.report/
https://cve.report/CVE-2026-32642/mitre
https://cve.report/CVE-2026-32642/nist
https://cve.report/CVE-2026-32642/cve_org
https://cve.report/CVE-2026-32642.pdf


CVSS:4.0/AV:N/AC:L/AT:P/PR:L/UI:N/VC:N/VI:L/VA:N/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUI:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S:X/AU:X/R:X/V:X/RE:X/U:X

CVSS v3.1 Breakdown

CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:L/A:N

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Activemq Artemis All All All All

Application Apache Artemis All All All All

Vendor Declared Affected Products

User Interaction

None

Confidentiality

None

Integrity

Low

Availability

None

Sub Conf.

None

Sub Integrity

None

Sub Availability

None

Attack Vector

Network

Attack Complexity

Low

Privileges Required

Low

User Interaction

None

Scope

Unchanged

Confidentiality

None

Integrity

Low

Availability

None

http://cve.report/vendor/apache
http://cve.report/software/apache/activemq_artemis
http://cve.report/vendor/apache
http://cve.report/software/apache/artemis


Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Apache Software Foundation Apache Artemis affected 2.50.0 2.52.0 semver Not specified

CNA Apache Software Foundation Apache ActiveMQ Artemis affected 2.0.0 2.44.0 semver Not specified

References

Reference Source Link Tags

lists.apache.org/thread/4wlrp31ngq2yb54sf4kjb3bl41t4xgtp security@apache.org lists.apache.org Mailing List, Vendor Advisory

www.openwall.com/lists/oss-security/2026/03/20/2 af854a3a-2127-422b-91ae-364da2661108 www.openwall.com Mailing List, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

CNA: Stephen Higgs <shiggs@redhat.com> (en)

There are currently no legacy QID mappings associated with this CVE.
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