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CVE-2026-32679

PUBLISHED

jpcert

CVE Program / NVD first with legacy fallback
2026-04-23 00:16:45 UTC

2026-04-23 00:16:45 UTC

The installers of LiveOn Meet Client for Windows (Downloaderbinstaller.exe and Downloader5installerForAdmin.exe) and tl

Risk And Classification

/ | 1|

Primary CVSS: v4.0 8.4 HIGH from vultures@jpcert.or.jp

CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UL:-A/NC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E:X/CR:X/IR:X/AR:X/MAV:X/M
AC:X/MAT:X/MPR:X/MUL:X/MVC:X/MVI:X/MVA:X/MSC:X/MSI:X/MSA:X/S :X/AU:X/R:X/V:X/RE:X/U:X

Problem Types: CWE-427 | CWE-427 Uncontrolled Search Path Element

Version Source Type Score Severity Vector

4.0 vultures@jpcert.or.jp Secondary 8.4 HIGH CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UI:A/NC:H/VI:H/VA:H/SC:N/SI:N/SA:N/E: X/
4.0 CNA CVSS 8.4 HIGH CVSS:4.0/AV:L/AC:L/AT:N/PR:N/UI:A/NVC:H/VI:H/VA:H/SC:N/SI:N/SA:N

3.0 vultures@jpcert.or.jp Secondary 7.8 HIGH CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

3.0 CNA CVSS 7.8 HIGH CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/AH
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CVSS v3.0 Breakdown
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CVSS:3.0/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

Rl i
Source  Vendor Product Version Platforms
CNA Japan Media Systems Corporation Downloader5installer.exe affected Ver.1.0.0.0 Not specified
CNA Japan Media Systems Corporation Downloader5InstallerForAdmin.exe affected Ver.1.0.0.0 Not specified
CNA Japan Media Systems Corporation CanonNWCamPlugin.exe affected Ver.1.0.0.0 Not specified
CNA Japan Media Systems Corporation CanonNWCamPluginForAdmin.exe affected Ver.1.0.0.0 Not specified

References


http://cve.report/vendor/Japan_Media_Systems_Corporation
http://cve.report/software/Japan_Media_Systems_Corporation/Downloader5Installer.exe
http://cve.report/vendor/Japan_Media_Systems_Corporation
http://cve.report/software/Japan_Media_Systems_Corporation/Downloader5InstallerForAdmin.exe
http://cve.report/vendor/Japan_Media_Systems_Corporation
http://cve.report/software/Japan_Media_Systems_Corporation/CanonNWCamPlugin.exe
http://cve.report/vendor/Japan_Media_Systems_Corporation
http://cve.report/software/Japan_Media_Systems_Corporation/CanonNWCamPluginForAdmin.exe

Reference Source Link Tags
web.liveon.ne.jp/wp-content/uploads/2026/04/JMSSA2026-001.pdf vultures@jpcert.or.jp  web.liveon.ne.jp
jvn.jp/en/jp/JVN45563482 vultures@jpcert.or.jp  jvn.jp

CVE Program record CVE.ORG Www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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